DOCID: 4232697 



History of Collaboration, aaoaag Erantih 
Cxyptolegic Aganoiea 
390 ?- 1939 

as revealed In a file of 
Ministry of War Carrospondasce 

/ 






TO# SECRET SUf IDE 


HISTORY OF GOLLABOHATIOH AMCHS- FHEH3H CRYPTOLOGIC AG^CTBS 2909=1959 
AS BEVEAZZD H A FUE OF M2B2SZRY OF WAR CQKRESPQSI2ES5GE 


This paper is "based cn a collection of docmeato, dated 19($**2939r frcn 
the files of the Section du CMffre, SauailsB© Bureau, Aray General Staff, 
Ministry of War. It is divided into two xsajcrr sections giving Cl) the 
oh jectlv&s of the French eryptasslytic services and the proposed methods 
for achieving those objectives, end (2) a historical ©oeomfc of efforts 
for closer eryptemlyti© collaboration asacng the various Wsmah Ministries, 
with the results attained. A "brief third section contains certain pieces 
of evidence vhich eesa to have a hearing m the present organisation of 
the cryptologic services in the French GcverEsseat. 
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ffiPJOgg 02' ccm ;grati(h mm, in m m raxrgoio&ic aokbsies 3509-3. 939 

2° Qbfcotiype of the Cryptaaalyt lc Services and Brepoaed Msthe &a fog 
Thaii* Achievement 
A 0 * Objectives 

1. KaxSiiaa CCS3IBT results tilth greatest speed, efficiency. Decree- 
and ©ecnany. - 

a. CeatraXlzatian. of receipt and distribution of Intercoptr 
bo Liaison on technica", cryptenalytic questions 
Co SfcaasEaissica of CGSC.CBT to all Interested parties 
d. Preservation of aocreey of csryptacalytie acMevcments 
o„ Central archives and collateral Inforaation service 
£o Research in ccaspllaited cr^ptanalytic methods Cmachlncs) 
g<, Research in a larger range of languages 

2« Pr operation for wartime functioning of service 
Personnel training 

3° Safeguarding of wrypto-coejirity 

a„ Adoption of secure cryptographic systems (including rc ccra-c; 
on new Inventions, mchir.es, etc.) 

ho graining and supervision of peracrmsl In proper use of systrirs 


B « ^xo^oaalo 

1. Regular liaison among c:^yptclcgic service heeds 

2* Single cryptanalytio bureau 

3» Central Intoxalnlsterial cryptanalytio service 


2 





DOCID: 4232697 

TQf SECRET SU§BE — 

4 

XI, (Eh© Siru gc&o for Closer Collahorad on mump, the Cryptamlytlo Services 
of the Various Ministries 1909 - 1939 
A. Pretoria Way I Efforts 

B» Batent of Wartims Collaboration (1914 - 1918 ) 

In Tho first isaathe of the war 
2o fflj® situation in 1916 

5.. Hie collaboration propooal sad failure 1916-17 

ij-o Oie centralization proposal aasd the eeourity crisis - 1917 

5° ®ie triumph of centralization • 1918 

Co Post-War Decline la CoUakorotian (1918 « 1935 ) 

E» CoUahoratlc n Achieved (1938 - 1959) 

fgffc — <M1 W M 11 ■ * ^i-■ ‘ ‘ I * — aSSftJWBta T* pt IP3POI * — 1 jgp 

UIo Clues ea the Situation since 39U0 
Ao CryptojErauhic Collabcaraticm 

pm ...1 -ni»|~~ - .n || -.fiTn-r- niro- i-. I 11 - yi . ^ 

Bo Crgptamlytic Coordination , 



lo 1319 Simple Bureau « frea "Soto on the Cryptysialytic Service " - 26 July 1916 v 

2o "Sot® on & Plan to Hecrgsmizo the Cryptaaalytie Services" - October 1917 , 

3» Hasolaitlcm, of the IhtenaiMstecrlal Cryptographic Ccsanieslcffl. ©a the> Subject 
of Crypto»8ecurity - 20 April 1922 o 

"Plan for Regrouping th© Grypteaalytlc Services" - 19 February 2938» 

5o not© cm the Subject of Intemljoieterial Collaboration In the Scatter of 
Cryptanalysis" (Army proposal) «* May (?) 1938 , 

60 "Central Intesaiaistarial Czyptamlytic Bureau" (lavy proposal) 9 1939 0 

. "Central Cryptanalytic Service" (Air Force proposal) » 2k dune 1939° 
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possibly under the Offic® of tfc® Breeder, devoting itself to coordination o? 
cryptenalytic activiti®® and to “epecoi&tiv® yeoaffirch", leaving a ecnsito" 
able degre© of independence of action. to the ministerial services. 

As will be seen later th© first proposal was too loos® to t© entirely 
satisfactory, ©ad the second »s considered too drastic ©a sEcroactasnt cm. 
satrsaohM positions, $Si® third possibility, combining a strong central 
directing ©gsaoy with ministerial automoay, mma to have gained the scat 
favor. 





















2b© attaiajEsat of this ebjectiver involvess 

(a) & centralization of tbs receipt of all encrypted dflsws&ts; 
whether toa radio, postal, or telegraphic intercept, os* tram, my other 
source; ©ad distribution to the proper cryptsa&lytic section; 

(b) the ©stabliehing of liaison on technical questions, to 
pemit the sharing of crypteaalyfcic inf cassation sad sethodoj 

Cc) the rentier transmission of ceMSMaic&tioms imtelligsnc© to 
all interested parties; 


Cd) the reconciling of (b) and Cc) with the need to presort© 
the secrecy of cryptassalytle acMevmsantBj 

(©) the sett lag up of a ©eatafal collateral inf coition service, 
involving direct contacts with gsaeral information sources, press iaforsa» 
tion, sad intolligsasc© services, and the establishing of & central library 
and archives; 


(2) the expanding of research to the sor© complicated crypto 
graphic methods (especially ^chines); 

(g) tbs ©standing of research to a Isrgsar rang© of lefflgusgeso 

Steps (a), (b), Co), ®nd {&) were considered essential fsrsa the first 
by advocates of sore efficient eryptemJyfcie methods» lb© Isportsaco of 
step (b) me frequently asmticned, but it was not always considered aeces® 
sary to have a central information service with a library and archives; 
advocates of liaison did not insist upon it* Step (f) was first advocated 
in 1938 when the complications of cryptographic methods beeeaae a serious 
problem, revolutionizing the approach to cryptsssalytic study* Step Cg) was 
mentioned only one® «» in the February 1938 plan for a single te@w« 

a. Centralization, of receipt and distribution of lateresuts 

fh© battle ©f the intercept® vm a hard-fought one, going bach 
to pre»World War 2 days, la peacetime objectless were raised because cf tho 
Mek of docusaaats for study of which were soaopoliaed by th© Foroi^s. 

Affairs Ministry); in wartime it was objected that there was too sue! 
scattering of captured or intercepted messages, and that the intercept services 
were uselessly absorbing many copy and transmission clerks* Besides the 
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increased dsngg? to operational security engendered by such a practice, 
tiers resulted such waste of g,e© both In intercept eeaters and ia crypt- 
analytic sections, where a duplication of effort often resulted, crypt** 
analysts of tiro Ministries working individually m tests of various origins 
hut encrypted with the same systems, X& 193 Q, for ©ssssple, cryptanalysts 
in thro© Ministries «*=* tfar, S-ivy, ©ad Foreign Affa.ira -•» ware working on 
the m Italian diplcgatic code without exchanging results, 

A single receiving and s'&esquent distribution center for all snc^yptal 
SEaassgps was constantly advocated to g^ia msiEaaa exploitation of all traffic 
available and go avoid having messages sent to he hurled in sections incap¬ 
able of exploiting than while another sectioa urgently needed them to aid 
in code recovery. As 2ate as 1958 the coapl&iat was made that this wasteful 
practice was continuing, 

flho twin evils of duplication of eryptaaalytic effort on erase messages 
end failure to exploit others at all war® attributed to the unfortunate 
practice of the intercept services (both radio intercept and P.I.T,) 
of distributing traffic purely on the basis of address , SxssploB were 
given to show the inadequacy of this procedures During the Her (391fe * 28 } 
the Germans addressed to the Spanish Ministry of Fcreiga Affairs tel©g£°s &3 
intended for their Ambassador and encoded with the Military Attache's code, 
She Gezssama constantly mingled diplomatic, military, end sometimes private 
addresses to send a single series of telegrams encrypted with the same 
process. Such tricks were quickly discovered during the war, it was 
reported, '‘because, by force of circisaatsacea, the greater part of the 
intercepted materiel was concontrated ia & single office" a (at the fer 
Departesat), Ja peacetime, however, for lack of the aseossary uoordinaticn, 
there was coaftoion cssee mcr©, For ©sample, the 1938 proposal® reports 
that "tesosages encoded with the Gersm diplomtie code are picked up by tho 
Eaval intercept services without being taasis&itted to tho Quad d 4 Qrsay 5 
one part of a comsspoadsno© encoded with the aid of the Spanish code was 
sent to tho Savy, the other to the Qusi d'Crsey, without its being possible 


I., ESmtes ' of 2 trAprii l^sT^ot ing of ^terskaieteraril"^^pto^SpMc 
CcEaissica, P. 3 

b. Appendix P, 5* 
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to compere these two tests.” & 



Tho establishing of liaison as technical questions? ©ashling 
cryptanalysts of tbs various Ministries to pool their hacsledg® and share 
their discoverioe? was r©eo@iis®& to be of gra^s taporfcssee for aeMeving 
msigaga esyptamalytie proves® and avoiding much mated effort. 


•As coo report of 2$22 put it? "Ws feava vorr few good cryptanalysts, asd 
that is ten© for all the cryptesaslytie services. Bow? in s©®9 Bopartemts 
tin© was ®pasat during the war end b©for® in discovering keys and eo&ebocto 
which were hsM by tho Ministry mst deer? and during that tiss© useftal i^asko 
w©r© not dess©. 6 ^ Another .^©clfis^s "coa.th® capacities or previous s'cudi.oc 
of on© cryptanalyst cen b© useful to Ms coHjoaguas. Very rseesitly? in a 
conversation? £ Service Chief cspoks of “recevasy "fork 3 cm a cods usofi by 
so®© diplcsERts? whores® in the nearby Department? where they are accuntaasd 
to codes sold coffissrciaUy, the identity of th© cod© in question had boom 
determined in five minu tes. * 5 By = liMtSag =a ®Ease'li’" to asrt^S^^3Sr£ee^of J,Jm ‘^ 
&6cmm^^" L Qasr r S@aamB ' 'eTapecialist in a fora of cryptograms that case solves 
to perfection? but it is useful to get in contact with specialists of the 
neighboring branch." c 


a. Before leaving the subject of intercept? it sagfro be interesting to not® 
that in 1022 th® War Departese&t ms protesting ag^vlaat the rss\rietlcns? 
prescribed by the law of 1852? relating to th© ecsEEamleatica of foreign 
diplomtie tehagrmm by STS to Svlrst4 G4n#ral© (in the Ministry of the Interior) 
It e©@&B that these restrictlcm® had allowed the continued ecssauaic&tiofi of 
Italian dlplcsatle teleg tots to Surety for the purpose of training personnel. 
SiSre*^ was passing 'Jess© on, to th© War Department "for necessary collateral 
study" until th© sounc© ms stopped by order of th® Premier to EES. "Because 
of a ccewsaticm whoa© legality does not sees, defensible?" dsclnres Givierge? 
"these documents cannot b© acquired gratis in a csstpJete series and at the 
tiss© they would b® useful? as they could, often b® if this etsrvomtiosa did not 
esdst." She restriction®? h© points out? ere not only harmful to erypt-an&lytlo 
studies but useless and costly since? «m a result of the use of the radio? 
similar massages to those denied Sirat4 are picked up (as they cam b© by w 
private individual} either by a special intercept station which could b® mare 
usefully employed or by still other procedures. B© ccg©amto? moreover? that 
cryptographic works claim that "everywhere telo^apMe ffidmimietratlcaae 
ccEBsaaicate to their gsvomssat® th® encrypted testa which they have transmitted 

b» "lot® sur 2® Chiffro" 12 April 1922 P. 9 

o. "Heto cur la Service du ChiffT®" 13 April 2$22 P. 5 







Esrhangee oa eryptaralyblc orchids {-seesig rspaeielists 3,a tte varlotn 
3>ep»rtii«nts bed had other useful results, according to a 1931 snmntary: % 

(l) Before 1914 discoveries made ia tl\e War r«par«esat oa astlitsry radio- 
grass led to the decrypting of an entire police dossier regarding & 
sovereign"* trip, (2) Biplcsaatlc doouaentg trexuslated ufc the Sfirsto gave 
a code the principle of which, applied to more recent docmentB, led to 
the collate reconstitution of veiy ta^artaat military deeiEentSo (3) It 
was the decoding of Ksporor Charles 9 letter on a peace proposal, dm® in 
the War Baparteeat with a code recovered with the aid of military doeusssatej 
that anatoled the Foreign Affairs SfislGtay to find the first words of the 
Austrian diplomatic code in Frrnch .Uaguage, 

Station has already bean made of the wasteful praotico of duplication 
of effort two or i&aea sections vcr?£ ca the eass© code, srithsut exchanging 
results. For these reasons, it ms urged that there should he frequent 
contacts, at least of the heads of the oryptaaalytlc sections, and. perhaps 
of the cryptanalysts themselves. One proposal was even sado (in 1922) for 
tempor a ry exchrmges of cryptanalysts. Th o intercfiesEunicaticc of dossiers 
and studies was likewise advocated. 

Co Regular transmiBBltgi of ccammleatlcns totgUj -gj aroQ to all 

Tha keyword here is °all r , for there wore Easy raoapl&lats during 
the periods of non-oooperatlm ‘that, for lack of inter-Itepartmisatal oesssanies" 
tion of certain decryptions, much valuable help ms denied oryptsoalysta „ 

Much military attache subject matter was transmitted in fiiplssssitlc codasfur 
example, and it was well known that assuages Sfccaa both military and diplo¬ 
matic authorities might dloctsss the same subject, the test or? each throwing 
useful light o© the other. 

d* Breaervatlon of tho secrecy of cryptamlftic gcMgyeBaarta 


Ccucoxsx for this point was presuaably oasa of the chief reasons 
for the continued iatransiggsccy of the Foreign Affaire Ministry ia tho natter 
of cryptaaaalytlc cooperation. The War Department pointed out the folly$ la 
view of the post-war revelations of cryptologic work* of trying to conoeal 
the existence of oxypteaalytic agencies. She important thing to to keep 
secret the degrees of success achieved. As fox* that, a War Buportoeat opokeo- 
man pointed out In April 3922, 

"Considering that the perscn&el alloyed in then® !?©rvieoa 
must bs considered as equally secure, that moreover my.it of the 
*'" CGsmu&icaticna U.e. inter-depertamtal ecmuoicatlm of inf cr¬ 
eation) omrosu especially the service chiefs, who knew hew to - 
take precautions often neglected by the persoanel of all kind® 
using cctsausicaiima intelligence, it is Impossible to see what 
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the adniaterlal voirlff have to lono £?. breaking dtsfr, tbs 

bar^'.erES raised bettaea their jryptaaalytic irwr.l.e©®r" a 

ia 1917 ccb» security leal® did occur as a xerult of a rather iocse end 
uraentroUed type of distribution a;? bo-th the isteraopted traffic an& the 
eventual dcwsypticae. When closer ccor&iE&tioa was established Tilth central¬ 
ised. control ia the Har Department} the problem appears to ii&ve besaa solved, 

e„ Central arehlvoa and collateral. 

As early as 39X2 at tha tin® of the first ffiastiagr* of the Sater- 
silniatarial Cryptographic CoEalcsisa, the value of building up & ccasEcea. 
Ilbrasy of cryptographic docusate of all kind* wbe- reoagpised* Xt 
considered the atost ©ocaamioal aehhod. of saakiag available to all tho crypto- 
graphic services standard works on cryptography; training natcrioi, eaaplos 
of codes* ©to. With funds fro® the Interior and Her MJjaiojlafieo a nucleus 
of such doeuseatB wee aGsetribled by and. ruralngd in the cuatccy cf the 
Interior BaparisoBt CSdrete Gdn£raln) during the war. Shsra is no evidence 
as to its eventual fate. 


After the war there were occasional protests at inability to coecre 
certain itsas of Infonaatlca known to other Departments sard sasesacary fee? 
code recovery (e.g* saoveaentE of Italian officers in Occupied Geraany). 

In 192S It vm urged that there should be a pooling of outside iafOKS&eticn, 
both general end specific (e.g. casisrcsaised eedcboofcs)* SMfl already was 
being done between Sfesta, Her, and Eavy, but such was lost on both sides 
by the failure to bring the Foroiga Affairs Ministry into the collaboration* 




c aat? 


Shis first v&e ^rationed as a problm — and a strong arpiaasat 
for a centralised direction — in 1933* 33ae tendency toward sacre secure 
systems end olshorat© racMnea had revolntioaiaod the ra-fliTirwMate of a 
oryptenalytiG section. She work could so longer be done by cryptanalysts 
working individually but required tsaaarork, with staffs of clerical personnel 
attached to the analysts for the mch&aioal tasks. Lcaas-tera research pro¬ 
jects had to be set up, and this required saore extensive personnel then the 
individual services could afford* Ao a result the tendesapy was for these 
services to concentrate an the easy problems, setting aside the sacra diffi¬ 
cult ones. Yet it was pointed out that in tine of wax* or intemstioKea 
stress it vac solving of the difficult ones that would. be most vital* 


a. %ote sur le Service du CbiffT®* 33 April 1922 Tp. 6 = 
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g. Research la & larger range of langaiagsg 

This profiles® too was first sgntieasd to 2$5$» loro ag&to, os 
to the case of wMau re©©arch, took of perssaasX prevented th© extension 
of research efforts ai'eeeeaxy to keop abreast of world .gspobis^s. During 
World War I the cryptaualytie services decrypted Cesses, Austrian, Bulgarian, 
Greek; asd Turkish Espgages "to speak only of ea®&®e", it was reported. 

In 1558 eryptanalytic research m presumably being &ca© to Bte gllah , 

Gtes^sa, Spanish; Italian, Russian, ffis& Stench,®' but such iapartaafc lan¬ 
guages os the other Slavic tangaagag and Japanese were being completely 
ignored. 


2o Brenamtim far Wsrttes CrHitemlyeia 


The value of CGB3HT to wertte© depends on speedy decrypt ica. 
Experience to World War I showed the vital necessity of having, at the very 
outbreak of war, cryptenalytie specialists methodically Gained to peacetime 
to the encrypting procedures being used abroad. **£Mb separation is 
possible, ” it wait declared, "for experience proves that Idle encrypting 
processes used daring critical periods preceding the declaration of mr and 
the opaatogof hostilities are stellar, if not identical, to those of 
peacetime. 


Daring World War I, although about thirty officers war© recruited for 
work in the War Department °e Cryptamlytic Bureau, "feast of thea were aevor 
able to do mere tfcsa decrypt a message whm. given the key 3 a few were able 
to recover the key when it changed or to reestablish to order the eerasabled 
pages of a codibook" o C Those who did the primary cryptamlytic work — 
discovery of kt»yo and systems -** were, with but one exception, those who 
had received p^war crgrptamlytie training, chiefly unifier the auspices of 
the 2hte*®toist©ri&l Cryptographic CcmiaBlaa. Th© ea@ exception, brilliantly 
gifted sad working under the best conditions for gaining rapid ospsrienc®, 
required IB months before he was able to stake significant contributions. 

Sven the trained cryptanalysts were unable to produce results until October 
1914, thus losing much valuable intelligence, bss&us© most had received 
theoretical training only, with no opportunity to becca© scauatotod with the 
particular systems actually to use or with garbled test. 


a. Appendix 3?, 54 

b. letter fro® Minister of War to Director of the Services of the ?®M»t 
General Secretariat of the Higher Council for national Defease ® 16 Dec, 1924, 
Co "TSfot© sur 1® Service du Chiffre" 15 April 1922 P. 9 
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Cm of the strongest argia&iaato presented agalast lack of coor&lsaticm 
la th® distributing of intercepts essik In eryptaffifiXyfcic research usa the 
great danger to aaticm&l defesao ia pravestiag th© proper training of erypt^ 
smSyst® for wartime,, 


5o jggypto»Seoiarlty 

[ pin... i ja'ijg: ■■ j;a —-»«r- L ?a 


2h© probXm of crypto** security* t htmgfa hsss often samtloasd is tits 
arguoaraate for oryptemlytie collaboration* was am of the principal reasons 
tor tte cre&tioa of th© laterssisa&stGrial Cgyptographlo S caassla slda ia 3#09» 
At that tte© it was pointed oat that for Sack of liaison caa® cryptographic 
section was umbl© to taka advantage of proves® rade ia mother* and that 
less advanced elections wera unwittingly using insocar® aystsaaai « 

2a 2$83 vh<m the Cagalasioa haM its caa and es&Sy post-war sss®tisg th® 
situation ra@®ss hardly to hays ignored 0 It is acted ia the 'sianteos 


"Ho (th® seeratasy) brought cat the flout that ia the 
present service it ia so he observed that certain Ministries 
have coda® m& ciphers which are entirely inadequate to 
safeguard their security against cryptanalysts 0 » 0 »Far lack 
of surveillance e®arsise& by qualified people over o?yptog= 
raphara* certain are drafted by uaisastructcd 

parses®©!* so that the security of the codeboek is gravely 
i^arllsdo A telag^m frca, a Srafeet addressed to the 
Her B&partasat* ©aataiaiag a saistara of plain le&^p&ga and 
code groups* wa@ placed before the eyes of the C®sa$i®sim* 
with the rsoark that the documaat used for encrypting g£ r ® B asm® 
of the rules to ho Observed for cryptographic security* sad 
that it bosses* ffm the frequency of such acts during the war* 
that no orgpnimtica. is provided to mil the attention of 
code Clarke to errors capable of imperiling not only their 
am cryptographic tsyutem but also those of the other 
Ministries,, Saeaplso were cited ®a the latter subject 


SMe my bo compared with the fallowing paragraphs frca a "lot© ca 
Cryptography"* preeuss&bSy written. by Sirisrge* dated 12 April 1^22s 

"Sa many Ministries the officials responsible for this 
service have so idea of the successes achieved by the crypt- 
©mSyt&c services* that is* those that work on solving keys 
m& recoverlag cedeboafego Sh© ee&ebooks they grepar© ar® 
censeQ.uem.tly rather simple is the eyes of a cryptanalyst* 
Moreover* sost of th® do sot team ? how to use the books and 
so one teaches thssa star watches out for the proper use of 
the dccwmtSo 

n Xtnu 3 during til® war prefects used code to report bashing 
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results,, tofcarestisg for tha aaa®®" to kam?; leavtog admaat 
all th© .tsle^pram ia clear; which is strictly forbidden; 
est& encoding oaXy a fat? wards tMeti were easy to recover, 
lot only did that scdahger the casebook used; but it could 
Ism® givea iadiestioss as to th® of the telegrem sent 

at the @@a© ttos 'by the military goveffiaar; and facilitated 
progress to the recovery of Ms cod® if this eaa^v by spy lag or 
other aieane had bee® able to procure the copy of a foe? 
pages of thio document. 

"toes© bad eryptogmpihtog procedures still persist today....” 

toie matter of the inseparability of cryptographic security was 
recognized by the War Bepartass&t's eiryptsralyats- as is euldsefised by the 
forego tog 3tate®saat®» It fcmsd ■&© basis of another protest m& plsa for 
coHabomticm. to a letter drafted on, 1 October 1922 by suggesting 

that a coMsisaioa be called together to study way® of ®ehi©vtog later® 
ministerial cryptsaslytlc collabamticss^ ©specially between the Foreign 
Affaire sad W@r Ministries. It addss 


^TMs ccsaiesiaa might at the ©se&s tto© e mmim® certain 
measures relative to the current encoding procodarc which were 
tekm without my service u s xuderataadtog the reason for thssj 
for ©smplSf, the refusal to use am mod the ®®as cedebook 
for the tel5g^®@s of the CcEadasicaor ©saer&X to Morose© 
addressed both to the War Bopartesat aad to X>XEXflM&ISB p which 
can ferae the High C^Mssariat °s service® to sate two 
encodings of the ossa© t©X©®rem, a most dangerous measure for 
cod© security.” 

Actual ©oltoboratic& to the rasa of codes and ciphers was otherwise not 
stressed^ however p end to general the right of each Sapsrteieat to have its 
own secret systems was freely recognised® 

“toere was thus a dual needs 

a * to adopt secure cryptographic systems; and 

* 0t to train and supervise personnel to the proper use of these systems. 

to 1909 concern centered about the first point; and there followed a 
pooling of ideas and smtertols (ccaaarctol codeboote; works on cryptography; 
etc.) among all the Ministries caacsmod except Starsiga Affair®, to 1922 
both needs were considered; and & fours®! resolution wag passed by the short® 
lived Cryptographic Ct^Mssicn; under the inspiration of Lt. Col. Glvierg®; 
reccmmandtog that the cryptographic bureaus be placed under the supervieicn 
of an experienced cryptanalyst,^ 


a. S®s Appendix P* 52 

22 
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la a note prepared -for reading at this iseetiag of the C emission, 
Glvierg© urged that ell sinister!®! Dopartaasatts 'crammitttog aM i&toreswiBg 
sassages hav© a eryptaaalytie safrice ‘"bot only to read totercopted ts-sffic 
■but also to pwite curveillBaaeo over the codes m& thsir cssoo,,", s 
T his vm particularly atoad at the Ministry of Colonies end the WE t which 
MS cryptographic bureaus only, (to toterostiag special case, brought out 
during the Ccw&ssica'a discussio® uas that of the Suk-et^, which had a 
cryptemlytic hut no cryptogna®M.c saa-vie©, ill of its telegrams wore soot 
to th© "Telegraphic Service” which me mast aged by EET ampleg^os under the 
CAB MET DU MMjS'JZREo This service created codes, encoded, and decoded for 
the Sflrote without supervision wad without liaison, with the latter's crypt~ 
analytic service „ The insecurity of such a procedure was to be called to the 
attsatic® of th© Ministry of the Interior, of which th© Surety is & part) „ 


Givi ergs Massif ©vi&cmtiy flavored the e cabining of th© cryptographic 
and cryptsaa&lytlc bureaus uadsr on© ha-ad, for ia a "lot© tm erypto^aphy" 
written at this gas© period (io©» to 1922) he osyas 


n fher© is no esyptaaaUyfclc service (responsible for 
decrypting the msm^ss of ethers) except at Wcroltgi Affairs, 
the StWfc^, and th© lavy, (tsh®r© they aro distinct fresa the 
cryptojp?aphie service props®-) sad the Was? Bapartesat, where 
■teia two services are vetoed, which se^sa© laMaioaBcaMe for 
the training of the paraomnsl*. tha a^ l^icaaod 3 urvei.ll&=ace of 
the aspic©, i aa & the BS-totemuac© of the codes <sa a level with 


By 1 93$ tbs complications of cryptographic processes, end particularly 
the use of ascMaes, had led to "Sfrisqueot end oc®plat©ly cordial contacts’® 
between the head of ths fcs^i@a Affairs Cryptographic Servica (soparat© 
frees, its ezyptemlytle service) and the heads of the Har, lavy, and Air 
cryptologic ©ectioas, "especially for the joint study of inventions which 
saigfet improve Grypto®faphtog methods".. 0 This see®® to have been the 
©stent of the collaboration, ostottog Bca®m©ehasic&l codes end ciphers 
were apparently not subjected to testa for security, nor ia there evidence 
of any joint endeavors to check on the security of practices of crypto¬ 
graphic personnel. 


a. " "^ot©d®stto§© &*8tr© lu© & la G^^esica'toterasiMstiri^S^to 3 ^ 

Cryptograph!e” h April 1&22 ?, 7 

b, "State ®ur le GMfgfc®" 12 April 2$22 ?, 2 

o. "State an sujet d© la collaboration totersdaiateriell© m mtiar© de 
ddbrypt^sEta 55 »® May 2$5& 
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1 . Begular liaison aaeong errptolo sds a cargicg hss&s 

She easiest method of aeMeviag coordination, la ©ryptsmXytie 
matters ms through regular liaison sapnps the heads of the various crypto 
analytic services. This had the virtu® of achieving s®s© of the objectives, 
at least la part; without gatrtwg any cteag es la organization, which would 
Tjg likely to be resisted„ 

ilafier such aa ffirrangsEeut certain @%t&hsst@i 9 B could be made of intercept 
material uMeii had bosc seat to & section unable to us® it, of technical 
information, such as code-book recoveries or aneiphersaaat s®thcds 3 and of 
coHataml information considered of interest to smother section. This 
couM b© done while retaining the independence of the Beparfesnts os& 
localizing responsibility sod security leeks. 


Its principal disfidvaatage© war© that la practice It w rarely possible 
to achieve liaise© asacng all the cryptaosayti© chief®, ©ad even whan achieved 
such liaison partially solved c©iy a few of the problsas to b® set. Eape- 
rimes shewed that greater ossspulsica than an appeal to good win, to nation^ 
al interest or even to self interest m required to persuade the Foreiga 
Affairs Ministry to join in the liaison ptea^ yet without that Pepartefiot ®e 
participation alaost non© of the stator evil® la the cryptsnalytio situation 
could he coped with. Vhan, through the persistence of the Premier, that 
Departaant was finally hrou^at Into a liaison project la I$>8, serna useful 
exchanges were asads, a hut it was recognized that such a loose relationship 
was still too Inefficient, uncertain and iaocsEplete for the stem require- 
amts of national security in wartime. dSs® coordination of cryptonalytic 
effort required the support of sens ©xtro*@inl6tarial authority to win 
acceptance for recosaamdatims sod to miffitain itself above the whim or 
convenience of the individual Ministry, furthsmsrs a tighter organization 
was essential to mke any adequate refers© la the distribution of traffic. 

To give cryptanalysts a gacaalna opportunity to interchange technical infor¬ 
mation, they thsosolvee needed to sjs« t sod work together, not only their 
chiefs. Without a central directing organization, the trammieeica of 
collateral inf cassation was bound to be irregular and spotty. The use of 
peroonn©! ras&ined mscoaomicals the few cryptanalysts in each Bepartasmt 
had to be spread over the seme types of problems cipher, code, machine 
problems =>» at the expense of ©stesaded work on the more complicated of any of 
these problsES3o 

Thiipi the voluntary liaison plan, even when it succeeded, was considered 
at least by the national Defense Ministries, as only a stepping stone to a 
more closely knit organization; either a Slagle orvptaaalrtio bureau . 


•» 
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centralizing all th© functions of the various ministers al eryptamalytic 
services and cc&ple^ly euppl&sting the latter, or a centra l inter* - 
adtolator lai orvptarMlrfcic service,, fas?sally taa&Mssg the necessary coordi- 

and engaging La" i 7 sp©culativ© research", leaving tho specific reaearch 
am exploitation to the various aiafstorial services, 


2o Single arTPtaaalvtlo bureau 

The coacept of the single cxyptaasalytic bureau, in direct oom*» 
traat to the liaieca idea which sought to preserve the autcncmy of the 
various departesat-aX services, would supplant these services ccg 2 plot©ly, 
centralizing an .ssyptaaalytic activity in case bureau separate fTcsa all th© 
Ministries <, Whoa this idea ma analyzed,® pr@ev®ab3y by Giviorge, in 1916, 
he Xai<? down certain cotn&itioaci which he ccnoltlered essential to the buccqes 
of such an organization? it met bo "created outside of ell Mads tries, above 
the ministries, with a chief who has Indisputable authority with tho * grands 

services 0 (tbs VTT end the public prosecutor 8 ® department as wall as the 
ministries o«ac®m®d) & ccspeteac© as great a® hi* authority in all general 
questions, military, political, ctc aoo , ©ad who has funds at his disposal»* ® 
Since he considered it uaMtely that these conditions could be fulfilled, 
he was opposed to such a piano 



It was generally considered that such an organisation Mast be 
placed under an ssdrating intessaiaistorisl body or the Office of the Pre®i©r„ 
In the pi mr of February 1958, it was proposed to ecaemtrat© all personnel 
and budgetary resources of the various departmental eryptamlytie services 
into a single service administratively under S&ticml £©fsns© R ar under the 
Office of the Prss&l er (Higher Council of Sefense) if the Forei^ Affairs 
Ministry consents to Join in the pXm„" 

organization « 7 a® to be composed of & section head, "preferably a 
civilian to ensure continuity", ©sad four or five section®=, Each section 
would Include officials, either civilian or military, detached by the 
Administration to which they belonged (Havy, War, Air, Colonies, Foreign 
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Affairs) « a In addition there would lb© auxiliary pereozmel, possibly cc®acn 
to all asctiODQB, for purely Bseteaiesl tests. 


The functions of tMs organisation would bes 
(a) to saalntain th® current sorriest 

£b) to prepare fop the functioning of the services la wartime, and 

Cc) to vorify the security of th© national cryptographic syste&a 
used. 

In Maintaining the current earvic© a section would, he responsible for 
receiving and distributing all iatercopto, (la 1316 ©iviorgs ted written 
that tee single bureau would have to direct the intercept services? in the 
1$5& proposal this is not suggested) Shake would he an orderly distribution 
of CCSOST to the interested Stepartesate, A central documentation service 
would assemble all the documents now in the various Rspantesatss dictionaries , 
reference hooks, etc# A press aervic© would b© organized, A study group 
would do research in new syatea®, Inventions, sachines, etc, Cryptenalytle 
work of all types from, initial study to final exploitation would he carried 
m in this organisations crypteaslytlc results Ccode recovery, observations 
on saoiphemsnt eyatsa®, etc,) would b© e^amlc&tsd to the various sections, 

Th© individual Ministries would b© allowed to do ©ryptemlytic work only fer 
special well-defined mlaslaas, end th© Central Service would he kept infcGisad 
of th© results. 


a,' Thor© is 'so^ c^^im ln th^pi^ at thi®' point, Eicbq soctiana, accord^ 
ing to th® proposed table of orgeai'jatioaa, Appandix P. 57 , would ha divided 
on a linguistic basics Jfegllsla, Gesssffin, Italian and Spanish, Russian, French, 
etc, Esis idea is also bom© out in the advantage noted; °3y having know¬ 
ledge of all tha eystgea mad in te© asaae country, on© will more easily be 
abl© to ascertain th© habit© m& enciphering systems of that oossatry®o services 
and reconstitute the principle which is being established on the other side,” 
Oa. the other tend, as one of th© assurances to tee various Sapartassnta 
that their secrets would not be divulged to other services, it was stated that 
"&a principle, each section, composed of agsnts responsible to a given Minis¬ 
try, will work only on nessagss of interest to teat Ministry and will have so 
kEowledgs of texts of interest to the other section ®, a Shie lollies a pri- 
nery division into sections for Assay, Savy, colonial, diplcB&tie traffic etc, 

A possible interpretation ia teat th© primary division would be by language, 
and a secondary division within tee language sections would be by Ministry, 
but the evidence is conflicting. 
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As far aaintaining security, &ivi@rge had argued in 1916 that "eeeuilty 
consists not in concealing the existence of services to which all the dime 
novels allude, hue in concealing the exact nature of the work being done 
and the list o ? projects under study there”. In 1958 three security measures 
were incorporated into th© plan in an effort to reassure the various Departs 
meats that their secrets would not he divulged to other sections % (a) decryp¬ 

tions would he communicated exclusively to the ministries ccsaeemeds (b) 
agents from a given Ministry would werk, in principle, only on messages of 
Interest to that Ministry and would not he given knowledge of tests of inter¬ 
est to other sections^ end Co) only the ogyptsmlytic results would he ccresau- 
nieate& to the various eefctions. 

The organization would prepare for the functioning of the service in 
wartime hy training reserve personnel and developing a thorough knowledge 
of the systems and encrypting habits of countries with whose traffic it was 
advantageous to he fbmlliar. 

Co Advantages 

The advantages of the single cryptaaalytic bureau were numerouss 

(a) All traffic would he seat to a single service which would 
distribute it cm a eryptamlytic basis, i»e. on the basis of type of system 
used and not exclusively on the bas.i.6 of address and signature. This guar¬ 
anteed the exploiting of all traffic. By having more traffic and, especially, 
complete series of messages from the seme sender, cryptanalysts would have 
better chances of success. 

Ch) By pooling personnel it would he possible to ask© ssore 
economical use of them and thus to extend work to new languages and to engage 
in long-term research projects on the more complicated problems. 

(e) By working in close proximity it would be possible for 
the cryptanalysts to interchange special knowledge and experience to mutual 
advantage. 


(&) A centralization of all documents and collateral informa¬ 
tion would result in a much more complete and efficient reference service with 
less expenditure. 

(e) A more uniform and rational training of perscmsl would 

be achieved.. 
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do Disadvantages 

Massy disadvaategse to ouch a drastic proposal wore presented, 
however. m his "Soso oa Cryptography" 81 vrittea la April 1922 Givierg®, 
spoateteg of a aiagls erypsaaalytie servte©, seyas 

Efforts have bsea. mda toward It oevsrsl ttoss 
m& pleas for it wear© ©von ssa&e during the tsar. Shsse 
never succeeded because* th© Kliaietries to b© sur© 
of obtaining detachments of persona©! for special 
positions if they stood them (e.g. th© tfer Dop&nmnt for 
th© ©raise la wtte) 5 and to b© &bla to have dosisssate 
■srhioh interest the®, studied at sacs. So© groat a special® 
irntioa la military cag* diplmati© questions,, for ©sssp!©;, 
to® ateasye been fo&rod. lew* ih© Etaroiga Affairs Miaiots^y 
tes never accepted <sv®n tto ids© of a cc&trol over the 
tasks which vouM establish © priority order." 

Other elfissnts pointing to the tjodeeimtility of ces$>l©te unification 
were noted by Mm as followss 

Cl) Diversity of problem© s the profound differences b© arson 
system for ccrrespcssfieoc© of individuals, beaks 9 ote. on th© on© toad and 
official system (DipXegs&tic, War, and Savy) css. the other toads 

(2) ¥alue of epecl&M&aticss th® valuer if on© wish©© to be 
able to make crsTtanalyet® into specialist© m& to obtain a good output.-, of 
©selling the various categories of cryptograms to separata study groups ,® 

(5) Heed for departmental autoac^ys the necessity for a 
ministerial Department not to be allowed to have recourse to another whatn. 
a question of B®or©t correspoasdsaea is iavolvod in an affair in which it is 
concerned 5 

ih} Crypto>E©ourity‘ the need of having In the AdBifflistrstioa 
qualified personnel to to up cryptographic dosusssats end to overs©© their 
uses 

C;?5 AdEaiaistrativ® difficultiess th© difficulties fca* various 
reasons, arising for ©sample ftp® th© status of tto officials, of having tte 
rare cryptanalysts leave their present A&Mnictratlos&i 


(6) Sis® of task: the mam&w quantity of accusants sub- 
cop tibia of study and the eaterial task of classification and of setting up 
archives. 


a. ' kJ Iote sur le CfclffTo* 12 April 'l$22, 9«10 ’ 

b. TMe argument segfifi barly valid here, aloe® such specialization 
is not iacaapatibl© with the idea of a single central bureau. 

IS 
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ia 1$$8 a War Ministry mots ecassasaats thats 

fusion of tii® existing eryptsaalytic services 
1 seams difficult to achicv© for reascsse of ecgmsnd, rseruit- 
meat, instruction and mobilisation, and for material reasons 
(■buildings, credits)/' 

Tbs most valid fears with respect to a single cryptanalytiG 'bureau 
se®a to have been thats 

(1) It might b© dsMteated by < 21 © Department to the diea&vaa~ 
tag© of another; 

(2) Special i&teroste might be i@sored or given to priority; 

(3) The Departments would have no control over the topiCB 
studied and would be unable to assign analysts to special jobs; and 

(4) Cryptographic sections would be deprived of the nocooeary 
criticism and guidance of cryptanalysts (uaXese the single bureau were mac!© 
responsible for all cryptographic functions a® well)* 

Although verifying the security of the national cryptographic systems 
was named as one of the functions of the single erypfcamlytlc organization 
in 2$58 P no expansion of the idea is given in the plan advanced a This would 
pr©BU2B&b3y involve studying the systems to test whether they would be highly 
resistant to cryptanalytic attack (it is not elsar whether this includes 
checking their actual us® for violations of ezypto-sseurity), but it does not 
imply a centralization of the individual services nor mm direction by a 
cryptanalyst* la 1916, however, when Col* Cartier had proposed a ceatraliza^ 
tion of cryptanslytie services only. Major Givierge had pointed out that the 
cryptographic services must, in that ease, b© centralized as well since they 
Tsiust bo directed by cryptanalysts" who will "instruct the operating person¬ 
nel end prepare the documents <,” B 

This point was, in fact, used as & strong srguasat agsanst a einglo 
cryptanelytic bureau* In a "Soto on the Cryptanslytic Service" in 1922 it 
was etatsds 


"One can fell to be in favor of a plan of this nature if 
on© does not wish to sake this central agency responsible for 
the surveiHaae© of the application of the Slreasfe cedes end 
ciphers in th© various ministries <> It is necessary, in fact, 
in our opinion to prevent th© agents who us® our codes and 
ciphers fresa using them carelessly* The qualified authority 
seems th© Ministry to which they are responsible * Sow to 


a« See Appsn&is P* 45 
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watch ores* a cxyotogsea^&ic eorrioe prepsa?2y, it as n&eesa&sy, 
we think, to have cryptanalysts who, us&sg th© &istakes of 
oxters, know which casa met b© avoided. The necessity of a 
©operate ©ervie© ia ©aeh Ministry, ©s w© have today, is th@re° 
fans very readily justified.” a 

For thas® reasons tho tondfacy ms to favor the third possibility * — a 
central intezsiaisterial osyptanslytic service -»® which would ccsiblns r^any 
of th© advantages of a ©iiigla bureau with fmor disadvantages . 

3. Central inteministerl&l csyotaaaXrfcio service 

Th© central jateffiaisaisterial sryptessslytlc service* originally 
envisaged m a purely coordinating agency, would have, as finally ©volvod, 
two mjor rospomsiMlitiOfas coordinating the work of the various ministerial 
cryptanalytic aerwieos, ®jj& sagging ia m epscul&tiv 0 research”, leaving th© 
specific research ©aft ©sploixatica to those services. 2Ms proposed avoids 
at tte esso tin® the Beylin of loose collaboratim, where tte heads of th© 
various cryptologic sections mot undo? scess persuasion to patch, up hero aad 
there a few of the deficiencies of on uncoordinated system; and. the Caaxybdis 
of complete unification of cryptanhlytic activities; depriving th© Separteesats 
of @®y cryptssaalytic parsons©!. Such a central office vae presented, chiefly 
as a wart is© sa@amar®, however, proposals for it being sost mmerous and 
urgent before end during World War Z and again in 2538 «39 when World War IE 
was threatening. The aaost specific of these proposals, reproduced in tho 
Appendix, were Col. Gerties? °s 39X7 plan fear reorganisation of tho crypt* 5 
analytic service© { presusag&ly adopted for the last year of tho war) sad the 
Ax®y, levy, and Air Fare© plans of 1538 -39® 

a. It was originally planned to place this coordinating group 
under me of the SSiaistriess in 3514 th® cryptanalysts wore intended to be 
under Interior; in 1917^ the service was to b© handled by the Wsr Eopariaimt, 
and at the end of 3536 it was proposed that all osyptassajytio work sea peace 
negotiations b@ done under the aegis of the foreign Affair© Ministry. I jPce 
2525 on, howovar, it was gsasrslly reeogaised that such a coordinating 
organisation smst be under interMnisterial control possibly the Office 


aV sbtceur" hi Service da ChiJSrJ 3 l^r^ 2 l > * 1 2 
b. Cartier ted proposed that th® cryptessslytic service, rightfully ©a organ 
of intellijBaigcQa should bo attached to a General Intelligence Office, them 
nm-oxistemt. (Tbla notion wa© immediately redacted by hi® superiors "because 
of th® special nature of the intelligence utilised by th© Bepartesat of War”). 
He suggested that under present ccssditian© it be attached to the War Ministry 
at least for tte duration of th® war, but added that it could b© under th® 
For©i®i Affairs Ministry cr ©v@n th© Office of th® Presaler. 
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as?, Bor© uraallythe Hitter Council of national Bosses© , 
b 1958 actor it uas proposed to place It urte one of tie 
of S&tdcaal Bs?aase or tbs Council of Egreics&X Bofensoc 

later, however, Isolated that It auBt be placed unde? 
superior to the Ministries, giving as reasons s 


Cl) The easier uartieimfrloa of tbs foreig n Affair s Ministry ; 

(2) The possibility of using qualified civilians so research 
wrkereCe.gc fossa? sailitary cryptanalysts of real cospoteno© vhxm. it would 
he difficult to employ in a subordinate position in a military agency)« 


ho Persona©! ism to ho obtained frsa the ministerial csypt- 
analytic sections * (in 1917 & delegate Srm the Office of the Premier was 
to he included) „ a® Jfevy suggested that each BSiaistry s&ggit contribute two 
or three persons of officer rank and if possible m. equal amber of s©cre° 
tarleoj the entire levy pirn asm ware limited, however, making gamaral crypt ° 
snalytic studies the only function of the aaarvie® Cexcluding coordination) . 

c« The jaa^or proposals Cexcept S&vy°s) involved a tiro-fold role 
for the eantral osyptanslytie service; research on all cryptssslybie 
questions of general interest, and cxH»dSati^ of the work of the various 
sSnieterial serwio®©. 


She research aspect of the work would. involves 

Cl) Proliant mry study of new systess intercepted to teteraino 
their gsaaral nature« Ifihm, a eystaa. had reached a point where it could he 
handled by th® proper ministerial service, it would he tes?ed over to the 
latter with all necessary infomstica far continuing the study (o.g. recovery 
of particular keys or boa^breaMag) or far exploitation. 


( 2 ) General study of now cryptographies processes feiofciaos, 
electroaaeohmieal or els<3te»gp©tie processes, etc.) with &tt®spt® to 
establish decrypting sathods. Ssis includes critical study of all Savaatioma 
and oystsaa proposed for adoption by the various ©©pertamts. 

Toe coordination. of the work of the various cryptoaslyti© service© 
would involve; 

Cl) centralizing the receipt of all intercepted traffic! 

(2) distributing it by systssa eategpqr, mot solely by addreas, 

Cj) establishing li&igm mm3 the various groups to gjst the best 
results tfhile limiting and localising responsibilities! 


a. 

b. 
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(4) setting up and mintaing a repository of documents sad 
technical information regrading sassy meriting systems end their us©; 

(5) setting ut> end sain; ft&laiag a card file of each country 
studied and giving each group infomstioa to help its work; 

|6) establishing direct relations with intercept end intelli¬ 
gence services as well as with the exploiting services in the various 
Ministries; 

(7) setting up a press service for information purposes (and 
the Air Force suggests working with the Press to censor my publication 
likely to imperil crypto^security); 


C8) Eaklag the necessary ecrauaic&tioms in the proper form to 
the services caaoemedo 

d 0 To achieve these purposes* the Assy and Air force m&& 
generally similar proposals for organizations 

(a) A director and assistant 

(1>) An archives or classifying section responsible fors 

Cl) receipt* classification end distributing of intereopts 

(2) distribution of decryptions 

(3) centralization of information and dootssoat© of any nature 

M setting up and Maintaining of card files of cxyptaaolytlc 
information 

(c) A liaison section* miatainiag clos® relations with tho 
fi.spS'tmsntffil service® a®d with the lafcsmtioa* Intel! igsms 
and Sr©B© Services 

(d) A taatmiaai op study section responsible for; 

Cl) preliminary research after traffic classification 
{2} study of spates®* ^chines* cryptographic invention® 

(3) checking on the security of national cryptographic systosns* 

Co) A translation service of plain test intercepts 

The departmental exyptasalytic services would retain their autc®csay to 
a considerable ©stoat* handling their cun recruitseut md training of persasnelo 
Since close md constant liaison was necessary mmg all the groups* however* 
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It was frequently urged that they should work la the S 2 ac epoc or at least 
in clog© prcslMty to each other, Another argument for' prosiaity wao tho 
©as© of establishing and using the central archives and i&famxtiaa ejection. 
On the other head* i sssjy advocated physical separation for th© sake of locals 
la Sag responsibility and reducing the chances of security leaks . Further® 
more, as long as the various cryptaaalytle services regained under control 
of the separate Ministries* there were hound to he administrative objoctioae 
to detaching them physically, 

®o The advantages of the central interMnlsteri&l cryptaaalytle 
service era It gives fora and authority to the long-desired Inter® 

service liaison* and at the same tiss pssaits eantraliaatlcn in the important 
field of gansral research on new systs&s and saeMass, 

f o Om disadvantage of the proposal lies In a certain asaount of 
duplication of documents -sad information services* and the necessity 
of separate archives, where there is physical separation of the various 
decrypting groups. More important is the undesirability of separating 
preliminary cryptemlytic work fr ®i its later stages. It was prasuiEGbly 
Cartier who in 191£ presented that views 

w It would he a ©?&v© error if cs© were to think that 
the cryptanalysts must he satisfied in finding the eluents 
of a codehook or of a system without codebook* and that 
they can then leave to others who an© less ©spent the task 
of decrypting by means of the discovered by th©a. 

”Xt is on the contrary indispensable that they thssa- 
selves carry out the decrypting * or at least ramia in 
close liaison with those Who do so* in order to fssailisrls:© 
theraelvee with she special phraseology of the sassaies and 
with their cryptographic mentality so that they may he able 
to find as speedily aa possible the w codes or th© nm 
cryptographic system that are placed successively in service, 

”Our ea®sl®3 in foot use may codes and various systems* 
each of them cffisplicsted by frequent traMfoswitlons, 

Certain tests* encrypted with a known system* often 




with other unknown systems, especially considering that 
the same subjects are ocssastimss in tests encrypted with 
different cystoma* sesastiaffiB in the am& words, 1 ” 
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later, Siotots the oasis T ft*a. tor adds, 

"It should not b© thought that it is essential %o 
bring together an the eass building all the sootiest 
which ar® charged with different categories of decrypt 
lag. 2 h©ro can oto he an advantage in separating them 
in order to localise responalMlitieo end to reduce the 
chances of indiscretion, " 

Mother dieedmatag®^ corrected by the single bureau plan, lies in 
the failure to bring together all the systems — military, naval., colonial, 
diplomatic, ©to, *•« of a given country into one section, lot only does a 
military message scsstimea threw light osa a diplomatic ©a©, aa they wall 
icaew, but the duplication of linguistic personnel is in no way radioed 
without such unification. Opportunities for ©stmsicn of study to other 
Important languages without increasing the total personnel wojsM. bo there* 
fare eliminated. 

In a War Ministry not® of 7 S&treh 2$28 a it was observed furthers 
TSxe creation of a centralising body under the form of an lataradsaister^jsil 
Office of Cryptsuaalytie Service^ leaving to each Sopsrtesat its autosussy, 
would require supplesamtasy perBcnuol difficult to recruit and rather 
larga credits," 

In spit® of ssso disadvantages, however, this solution, a cceaprcMii® 
between sastesa indepsafiaac© and iWiam effieiancy, found hot® favor 
than any other. 


a," Sot© pour 1© Cabinet Militairo du Ministafe", 7 March T$3& s P, 2 
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Tbs Struggle fog Closer GolS&’homLlm mssm theOryatamlrtlc services of 
the Various Bfftoiatgles 1909 - 1939 


2h© edraatages of totesralsi!et®pial collaboration of tho ©rypt&oslytlc 
sersrieo® were early raco^laed fey spaslalieta la the War Ministry; r« 1 their 
efforts to aeMOT© this goal over a 30-year period er© r@?enl©d is? a col2oc«> 
ties of doera^&ta f^csa the files of th© Cryptologic Seetioa, Bauxi&se Bureau., 
Assy G«a©ral Staff 5 Ministry of War* 


A* fo©°WggM Wgg X Efforts 


Around 2908»C^ when the first suggestions wars sad© for totea*** 
Ministerial esyptogmphic consultation; thl© was tbs ©Ituatioas T<io centers 
of cryptographic study wer® functioning regularly ©ad .to a practical 1230202 * 
to 2terlo ®* withto the Foreign Aftoira Ministry and at th® Suret© Spiral© 
to the Interior Ministry* to the Wer Ministry ther® was a Cryptographic 
Scuaissloa pros^sfely for,took of deepest®; worlsed chiefly oa tfceo=> 

rstical profeleaso On© of Its ©lesions was that of nUog codefecoteo 


to lgc6 General Berthsut; President of this Military Crypto®papMc 
Ccesai 0 slcsa x . deploring ths ccaptote isolation of the TOrious cryptographic 
sesvices to the Gorrersassai, proposed to th© Minister of War the creation of 
an totesMsaisterial Cryptograpfeio GcajMssion* 1© stressed its utility to 
tto© of peace far guarding ffxmt&h cryptographic security; potottog out that 
progress to eumypttog isethcd® resaisss localised for want of proper liaison; 
and toss edysneod sections ars unwittingly using insecure cryptographic 
procedures o A pooling of ideas gad satsria!®; including ccraorcial cod©® 
and "books on cryptography, would, fes not only to th® general interest feuA 
also to ttes c particular totorest of each soctim (whoa© independence to 
Matters ©f organisation end procedures would not fe® affected)* Qonexal 
Berthout ®gi®©Is©&, to addition; tfa© need of prepsstog for readiness in 
ttoe of war a ‘’reading end @i$psrwisiag ecsssltte© 1 * to watch over aacryptod 
correspendcaco* Th±& was later expanded to the idea of a "cryptanelytic 

C CBBBi tt®e w » 

35b® propccal was euhaitied fey the War Ministry to the other Ministries 
concerned % For®i{g& Affairs , Savy, Interior, CoIsiIqb, end MMc Vorhs 
(Boat; Totophoa© and Itelsgpsph). A^eerasmt was easy with all feist the first* 
finally all agreed an a draft deers®, which ultitotoly the Minister of 
Foreign Affairs refused to ®i@a 0 Hals waa the first ®BQif©station of the 
san»coopsrative attitude of that Ministry which was to run like a 2 *©cus*rtog 
tJta® through the next thirty years* $hs draft decree woe then sKJfilfiscl 
to ©xotod© the Ministry of Forolga Affair®, and was sigessd ®a 9 January 1909 
fey th® BStoisters of War, Bayy* Inter!cs*; Colosaies; and Public Works * 
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This dscr®©? submitted <m. IX January 2$Q§ by th© Minister of Ifeiy 
(G. Hcqu&rt) for t&© approval of tto Hfcesids&t of ths BspuMiC;? set up an 
iataraiasiffiterl&X Cryptographic Ccaaiseioa rate -sha ctoimaoship of too 
President of th© Military Crypto^aphic Sesaissisn* with essbership cc 2 slst» 
lag of reprcsssstatives fScs ths Crypto^sphie Services of th© flu© Ministries 
c<mc®xiie&. tt© purpose of the CcsMssioa ms *«© study im&er what ocn&i ticas 
til© ceopsmtdcm. of ill© various cryptographic bureaus sea bo organised either 
in psfflcettea or 2a mr&te£”. 

Between X909 and 2932 til© role of this Ccffidsalea s@eaa to tov© boon 
limited to psreca&X coatacta and the asetong© "of technical notes msag asms 
of it® ®ssi&sa?©o Sa 3922* wh m MlSJ&soM ms first Minister of "£qx s the 
War Ministry°s Cryptographic Sectiosa. ms created, probably undo? the isispira^ 
tic®, of Captain Givi ergs, than a sasiter of the Mlaieter 3 ® personal staff, 
who m® particularly interested in cryptanalysis ®M who fa? ^sy yjar® 
figures pro®toc®Uy in the struggle for inteMto2®te&-*i&X eollQboemticBi in 
tile field. 

Wilder th© new isspetue te® first fossa! aasoting of the Satossaiaisteriel 
Cryptographic CcMiesien took plae© sa 2& ISsy 1932. Th& psds® ob^set-tw 
oojf oecase th© organisation of th® Srypteffi&Xytie Cessitte© (Goniti do 
d^eMffreaasnt), in which the Facet si@s Afftedrs Ministry tod ’been isavited to 
participate Again that Ministry ms not ready to cooperate. Alt&eugh it 
had appointed its n®gna® 0 ®,t®tiv©s i , it refused to dftmlgs ttoir ffissra or 
order tb©a to participate in the e©mitte© B e until th© ’fecEcact of used”. 
She C emission decided that it ccuM. not emit -that mnesst to login to 
create so ecnplex an org@nisatiffia s ©ad proceeded to tak® step© in that 
direction without th® cooperation of the Quad d^Crsay. & smll agpoup of ssn 
intended to fem th© nucleus of a esypteaaJytis organisation in the erroart of 
war mm g thar©for© y given instruction-, seed a library of technical books sad 
other reiersae© material ms developed. 


Seven meetings of the CcaslEslea were held at i&terv&Xgi lot^ecm 
111 Msy 1912 end 3j6 Jua© 192A® A sraotic© ©®srcis© told in April ® Sfey 3914 
showed gmti^iag results for tbs training which had hssas, giveai over the 
pest year to the budding cryptanalysts,), hut thsr© was a recognised a®ed for 
recruiting ®ssr@ toainees. 

SJuring Mils tis© 5 according to ©as @c^©what embittered account^ thc> 
For®i@a. Afffeirs Miaiatry tod eueeeeded^ foH®wiag various ineidsarts^ in 
cutting off SS?®a the Sftrete (Ma^ral© C2at®rior SStoistry5 the principal 
source of its mtori&X for ®tu£y<, 53i© fevy Bepartesnt, wtos© radio ©©gvic© 


urged to beer® a special s©oti®i ff but took of psrecs&sl preveerted Me step. 
At this point th© outbreak of war altered the picture. 
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B. Bztgnt of Warblssi CoHshoratic& if 1914 - 1916 ) 

X. first mtte of th® war 

%m mohilisGtitm th© control and oryptanalytic g©rvie® wan 
supposed to Begin fuacticaslago Wbm specific physical questions Bed arisen, 
hwmr, with respect to the aQttiag up of 13a© Cryptsa&lytlo Ccgsittos, a 
curious spirit had Bsan eacotmtofGd: there would Be a© wbtj Besides, in 
cas® of mx no encrypted tsl&fpc&is would Be seat. $ma® th® osistene© of 
the Crypfcamlytio Ccaasitto© xemdnod in the realm of this vagaa. Shey© was 
ecarcely <av<m m awareness of ite ©xigtaa jc®, and, in assy ess©* of it© degree 
of preparation. Hhan wur Broke out* the role of the various group® ms to 
Bo a® follow©J 


a. Si© Surety (in the Interior Bepartesant) would direct a&p©ciaXXy 
the iatezMaistsrisX tale^aphic control eervic®. {It was to this agency 
that the cryptemlytic group ms first ©ssi^sd) 

B« Sh© War Beparteeat would concern itself particularly with 
redlogrs^s tsm, the front end would give the mam of traaslatiag tbsu 

c s Shs Foreign Affairs Stepartasaat, which presisod to furnish 
perse®©©! for Games C©)# wouM continue its peaeot&aa work. 


2h© tele^aphic control service, however, ms improvised imdsa? the 
direction of personnel haowiag nothing eBout t ha special service of osypt«» 
easalysiB end ita potential waltt©. Sdseomtezst over siis^asi^ant of tho 
service w& poor utilisation of their Skills led to the disappearance in 
a few days of the cryptanalysts trained for the cryptsaasSyfeic eoraitto©= 
Sos© went to Join Captain Giviorgo at CTOj others to the oryptanalytic 
section of tee fairy, War, Interior, and Foreign Affairs Sspsylssssts. All 
the Ministries sot to work and achieved considerable results. But lack of 


in the vital first Math® of th® war. 

2. 15m situation, in 3316 

3a July 1316 the multiplicity of separate esyptmalytio 
agasnoiea/ with the attestant evils of duplicated effort w£L iaadsqusto 
liaison asecaag them, Becesa® the subject of a notef py©amaB3y «©smtfag £r® 
Major Givierg© at 
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E© listed tli© follow Sag eryprtoslytlc sorviees them, ©xicrcings 


b« at tli© War Kspartasat undsr Colas©! Cartiers 

Co at CHS, vbmo la ttoogy tto task of the section m® to -sale© 
rapidly avallaM® to tto totelligaaee Bureau dscryptitsas mad® with syoteas 
aafi keys found by, tto War ®e®arfei j 3at t 'a cryptaffialytic section, but was®*©, in 
practice, tsete? ES&J©? Givi®rgo Jo&afe studios was?® toiag g©&® with that ssetioms 

d 0 in Sxtsrioa? (Stssst^ (Sgm^mls^ where, untor ES. S&veras, 
study particularly ecaacestod doou^nts collected through tto postal sosfeclj 
decuseato collected through the postal control particularly were bsing scu&ie&s 

®o at tits Hav^ tfeos'® wb was dess© chiefly an tto disoorroricB 
of tfc® War Separtemt 5 s ergpfcaaa3ytie aeetim. 

©lie to emsiiarod m ahacEssil situation, to to ©sgolotosd aaly if tto 
documents could to strictly classified according to the sorrico. Sinco, to 
claimed, pmetic® stows such. & classification to be f&r a® possih ie, ^nero 
was a duplication of work. 

©s® following liaisons asieteds 

t 

&„ Colonel Cartier (War) and S3. d© Coarcel {Forei^i Affairs) 

collaborated. 

bu Major Giviorg© (CH&), ignored by Fcreigp. Affair b, col2aho» 
rated with Colonel Cartier, but without being able to obt&to through Mm 
the bseful iEfcrmtica withhold by Foreign Affairs. 

c. S3. Haveraa at S&ratsf G4aarale worked absolutely apart, 
lending to Colonel Cartier or Major Giviergs certato ec&abooks to Me 
keeptog, ®d scarcely seeing ths® except ca those ose&sicsas to oxetosg© 
ease exceptional information. His abilities were therefore poorly utilised. 

.Close llaiscm bet worn tto War m& lavy departeemta goss without eaylsg 
stoce the f<usor provided keys @ss& probably reconstructed codebooks for tto 
latter. 

A division of labor hod bees* ®®d© tot mm tto War ©Ed J?arelg& Affairs 
cryptaaalytie sections eas. tto basis of tto destination end call signs of 
intercepted messages), a basis soon found to bs" highly fallible. to 1 S -15 
tto cryptasialytic group, ftodtog it ^possible to secure frea Foreign 
Affairs tto contents of certain telegrams, known to be military, which 
were vital to their research, determined to igpere tto agressaaat and ism&or- 
take tto study of all tetogresss received when ttoir diplomatic nature ms j 
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not teaadiately apparent,, 3hese wars ccsmsaicatsd to tbs tfsr Bsparteanto 
Ems, to July 2$l£, it w pointed oat that & aiagl© r&di®£pt» ssight be 
decrypted three ttosss one® at £H^, esc© at the War Bopartesst, and oste© at 
th© Foreign M'ffeirs Ministry a It was admitted, however, that ouch an occupy 
rose® was fairly rare in facto 

Shore m© overlapping also between the Aray and Iavy 0 She latter had' 
created a service, apparently to avoid depending upon the overworked Aney 
section, for th© decryption of docismts of interest csaly to it, yet the 
Assay in its search for daily keys was obliged to centime the decryption 


of lavy radiogrmse Moreover, G3Q was decrypting so®© of those relating to 



Biasatiefied with this state of afffeirs, 1*© spotessm 
proposed oollabcraticn "to avoid having the ©seed t&M^m decrypted thro® 




of me benefiting the other, having docusmfcs which sight facilitate the 
recovery of an w&mm cede or enciphement rea^iaing unused in esseriher 
s®etica R c a 

After first ^Mining the altoraative of creating a single central 9 
cryptologic bureau, which he feared sight become the ssnopoly of one sisLia° 
terial Bepartesat to the dstrim&t of the others, he recomsaa&sd m ths physio 
cal separation of th© different services with genuine, ccaplat© collaboration 
without reservations”* Ehis collaboration would tales the fora of regular 
nestings of the heads of the oryptamlytic services, end if need he, of the 
cryptanalysts thOTselv®®, to divide up the taato end to «ash©nge res&Br&a* 

Such contacts would acquaint ©ash service with tbs groblsaosi, needs, end 
activities of the others, and would enable them to share doc®sats and 
infassstiosa of value to each other » 

Scbbv tine Inter, paraemeehly in Mto 6 or early 2&17» a ®s©ttog 
called by the Kavy Minister took place at the Foreign Affairs Ministry, 
under the ^uainmehiTo of M„ da Msrgerie, its director of Political Affairs «=>- 
a diplomatic gea-cur© totsa&ad, doubtless, to give the Foreign Affair® Esparto 
seat a greater sen®® of responsibility in the sssttes* of crypfeassslyti c co- 
operative 2hi® aov® fen wide of its sunk, however, for although it mo 
unanteoufflly recognised that it would be advisable to bring about effective 
cooperation of th© czyptamlytic services of the Arsy, lavy, m£L fferoigp 
Affairs Bspartesffit, M Q de E&argeri© promptly ssad® noaarmtions with respect 
to tbs study of foreign diplomatic aystcas which he considered should, be 
exclusively handled by the Ministry of Foreign Affairs 0 So suggestion was 
sad® at the Hooting as to che mmmiajp of achieving the desired cooperation,. 

It ms sanely decided that the cryptomlytic service heads of the three 
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saiaisteri&X Bsparteeatawould a©et periodically wtoa G<zWtma& by d© CoarcaL fl 
bead of the Cryptaaslytie Service at Forei^ Affaire, 

Two ouch Essstiag® took place at wM.cb, i& tte opiMca of the Was? ©©past" 
Mat°a roprsssat&tivs (prasroably Soleas! Cartier1, so useful results we?© 
obtaiaedo 3v©a Ms off©? to eolMbsr&te by esEjamloatlag all decryptions to 
tee ?©rei@a AfSfeSffa @ffid Sasfy sectiscs m© turned doas, I© cs^iairsd test 
at tho soeoad asetlsg BS* d© Cotare©! snaroly acted seas iMOsmtica eosasssMs^ 
tea raMotelegmphic service, tesa® iatomaptSag teo mark of tereo officers* 

(ms of wtaa (probably M&^sr ®ivies»@s>) tod ©esa fr&s ea a satter wMcfe 
ms zsst la ttoi? previ&e©, 1© west css 

“At this s@sa© s©®ci®&, te® as^al represoatativ©, 

G®^®i&©? SMocourij, proposed teisagiag to tto followiag 
e&st&ag ©a .fissrioaa ^eiptorsd code to ©ta? it to feto 
©<®KS.s®i«&o tlSs©?® is re&s£<& to aswl at e©©iag s Jg 
tiaso of war, tto postpcaasmt to ©m jgdstGasdmt© date 
of tea amsdmtlesa. of a ^mstiesa of tMe satere, This 
"foUowSssg 0 Esetiag tee aet y®b te&m p2ac©» n 

h, Tito coaitgallzatl<m proposal m& tbs stscuritg crisis «* 3917 . 

Colesa®! Cartier, calliag such sasetissg© useless w& a mat© of 
time, outaLiasd teo tesi© of wtet to osssi&ersd a ?©&32y effective col2ato® 
ratios, of tto eryptaoalytio services @sd the esses? of asMwteg it.» lb 
protested teat te@r© is ©at a military eryptassslysis @md a diplomatic 
csOTtesEalysis but teat cryptea&lytic problera ©r© gaaerslly tto ease wtete 
©var say to tksir s&b^sct matter „ Without eoaasidsriag it seeossa sj to 
briag togete®? all tto di. ? f©spsEt seetioa® to e®® traapMag p2©e®, to utmost 
teaXsss sa^to®is©d teat “a single atetoiotsmtioa is atoolutely asceaeffly 
to ceatralls© tee raesipt of all ©saerypted doo^mte for study, to toadlo 
tto diTisitm smrng tto diffara&t sostloaQ, to follow tto wcrb of ©aob 
group and to eaafols ©acfe of ttoe® to "bsnsfit fs os tbs rasulta bfetaiasd 
els®?stocsr©' , n 

®i@s@ ideas, altbongfr iafosssUy a»pprOT®d "fey Atoixml lasag©, Eiavy 
Miaiat©?, lay ffeHsw uzstil m SsEcidast of © lee& to tto prses im October 
3917 <®owd ce^oera ia M^a@r ©etolesas sad elicited proposal© tossi tto 
Aisssy fl s tessral Staff to ti^xtea es^p^slyti® securitys 

Cl) To reduce to three tta m^tos* of copies of decrypted 
Bseret redio^ssas distributed o» ail witMa tto War Bspartesati 

(e) To parsptoes© ®®©sag®s toiag c^samicated for iM'oEmtimj 

C3) ccramicate ^crypted teste e^tog fr<sa tto War 
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Pegar-feasat'o intercept sorvlcoc tc no cryptccalyfcie service of \.}.c. of (;• 
Ministerial Ekpart&entoo 

Coloaal Cartier, ccsaamtiBg cat those proposals, which wore for the 
ssoat part a retreat frca even the tsnall degree of collaboration that ted 
toon ao painf&Hy «m, throws light on the degree of oooparation realized 
by the Wer fieportsaanfc at that tiacf 

(1) Five copies of the radiogram in question were being 

regularly distributed within the Var Depeurtaent and In addition those of 
special interest to than ware being caaamlosted respectively to the Premier 
office^ to Herald Affairs, and to the- J&vy* Cartier suggested 

that those recipients should be consulted before being dropped from tine 
distribution lists 

(2) He agreed to the proposal that originals be replaced by 
paraphrases bat felt that the varh mast be done within the cryptenalytic 
section. 

(3) Since tiie War Sopartsent'e intercept service was regularly 
furnishing the ESavy and Foreign Affairs erypteaalytic services with inter¬ 
cepts of special interest to thGft, Colonel Cartier protested that thoy 
could not bo cut off without a previous uoverstanding. 

Sole crisis afforded Colonel Cartier the opportunity to gain a hecriii" 
for his own theory of an InterBlnistorial office of the eryptanalvtlc 
ggggflceg, and he lost no time in presenting its advantages, with ©EGhaslo 
on gaining the msOmm. efficiency from the various azygtanalytic services 
with a Blnteaaa danger of security leahs* He sent Ms proposed reorganises 
tion pies? to Ms own superiors Cthe Any General Staff), to Foreign Affairs, 
the Savy and the Office of the Preaior. 

5* |h® Trluamh a£ CentwOlgatlcn - 1 038 

u&st he achieved Ms purpose during the last year of the war Is 
fairly apparent from the following bits of. evidence: 

Cl) A reply f!waa the Any (tenoral Staff In Hbrabar 1017 
presents "no objecticaa" to the proposed reorganisation (with reservations, 
however, on the reference to a Qocaral Office of Intelligence Services). 

12) la answer to queries on 2k October 1017, 3A Hovaobor 2017 
and 8 <3hxasssy 30lS, the head of the Assy ZteuxleEse Bureau's intercept 
earvicos assures Colonel Cartier ca. 15 January 1018 that Mo section ale no 
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"Jill receive all Qaciyptod docuEoatt; intorocpted, since that iz "t: c e**.Iy 
cue qualified to handle the decrypting of them". This could cifnlfy a 
zotreat frsa to© spirit of collaboration, but it is acre probably a hovo 
toward centralised control, with tbs .Assay os the centralising agency. 
Colonel Cartier, In tbe 8 January 3918 letter, bad declared to too intercept 
services: 


"It is obvious that it Is indispensable to centralise 
in tbs Cryptsnalytic Section the study of all the encrypted 
dccTEO&ts or to leave it up to this Section to seek whatever 
qualified help is necessary. TMo cmamismAim Is .to coen^ 
feral tv with the ttyderstonding reached vita the Ministry of 
ASSaixa and the Bayy ". ‘ 

(5) That the Ansy (feypteaaiytio Section received cryptogrsao 
intercepted by other agencies as well; and that It acted as a central 
cryptcvnslytic, coordinating, and cista’ibrrfcing agency any be ia©li©d fl?csa 
later clients. 3n a speech before the post-war seeting of the Satarasini^ 
tsrial Crypisonalytlc Ccsasslosicn in April 1982, lit. Col. Giviergo rendered 
the wsrtitsjs trioagfao of the CryptEEfilytic Section of the War Department, 
acting that: 


"Cbe of the reasons for the excellent output of tho 
Service was tho abundance cf tho study documents and thu 
concentration by the very force of circuaatancoa. of tho 
greater part of than & clmlo of flea . Eras false 
addresses (the sending of lean nilitazy telegrams to the 
Minintry of Foroipn Affairs of e neutral power, etc.) end 
ruses In the use of codeboatee without regard to content or 
addressee of the telegrams did not prevent recognition of 
tho true addressees, the language of the correspondent^, and 
tho codes they were using, end the distribution of the 
telegrams- (nUlteucy, naval, diplomatic) among toe Depart¬ 
ments which had to use toe Intelligence in than was handled 
under the best conditions to ensure both the collaboration 
and toe feiopoaadapes of toe Ministries eoooexnado (toe 
latter, as they knew how to do It, decrypted the doeunents, 
the hey of which had often been found thantes to reciprocal 
help)." 

3a. a letter of October 3922, reference la node to toe preponderant 
share of the cryptomlytlo war2c which was done by toe Axny Cryptemlytio 
Service during toe war and "toe help that it furnished particularly to 
Foreign Affairs in toe discovery cf systems and toe ccsnuaication of cede- 
bootee reconstructed at toe War Xtopart&ant”. 


(k) Whereas in October 1917 Colonel Cartier had stated, "ho 
intimate liaison, has been established among toe cryptonalytic corriccc of 
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the various &23aistrl0B posEGosing thaa; Foreign Affairs, War, Savy* 3a.tOi-2.or 
(S&rate G&i&rale)," on SO DeoeoSbar 2£3B lie opsaks of M* Heraitte, current 
hsad of tiio Gryptanalytic Service of the Foreign Affairs Ministry as a sm 
"with whom I hav© collaborated intfmt®3y<> n 

ThQ 1918 period case thorefcre to is regarded in the post-war years of 
fruotrctica as ih® Gol&an Ago of cryptaaalytic cooperation* At the post¬ 
war meeting of the Intaministsrial Cryptographic Camlsslcn in 1932 Lt. Col, 
Oivierge ’•epetrted that the War Xtepartosat’a Cryptan&lytlc Bureau in tho 
Ecnt.ii of July 1918, far osmplo, decrypted nearly 1000 political or highly 
informtlvo tolograEs, not to asatioa hundreds of radiograms from the 
Ccsasand at the front, ccssaunlcatlans Sscm euhssarines end from planes* 


Co Post-war Decline in Collaboration J3§3&l£22> 

After tho war tlio Surotci, and the ISavy and War Itepartiacsita continued to 
collahorato as before, hut th© Foreion Affairs section, after collect; r.;; 

Area tho other departments all the dgetssasats that it considered "diplcn.-Jc", 
refacdl any hind of coUBboratlcn* Repeated hut vain attempts were kz&c 07 
the perennially optimistic heads of tho War Department’s Crypfcsnalytic 
Sooticn, first Colonel Cartier and later Ident-Colcnel Giviorge* 

2a Bacsgaber 3918 , seeing the recent war-time collaboration In daagsr 
of falling apart tlffE the transfer of H. Eermitto, who had been head of the 
Foreign Affairs Cxyptanalytic Section, Colonel Cartier proposed a closely 
knit argsnimtioa> attached to the Prmier or to the Foreign Affairs 
Ministry, to handle the cryptanalytio work during the period, of peace 
negotiations, 

Cn KL Ssce^bor 3919 o "Hote fron the Cryptographic Section of the War 
Ministry roiativo to the Centralisation of the Cryptenalytlo Services" uns 
sufesitted to the Minister of Foreign Affaire far his opinion by. the ftpeea lor, 
who was also Minister of War* 

> 

SB h, ^tasuagy 1920 tho Minister of Foreign Affairs, while protesting 
that *fc*y Sopsrteffisnt has, especially during the last few years, given, it c atten¬ 
tion to establishing increasingly close contact between, ito cryptcnalycio 
ssrvlco oral that of the War Ministry 1 ' esaaounoos that 

*$3ajer ineimsountable roes cud of an internal nature end cf 
prlnolple, however, stand in the way of the adoption of tho 
conclusions presented for a coaccntratica of the cryptcmalytic 
Eorviooa, and the arguments of wartizss cannot, in say opinion, 
be invoked in tin© of peace for the joining of similar services 
which henceforth have to occupy themselves with texts of quite 
different Character which are of Interest to our respective 
Departments". 
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As long as the Frasier was also Minister of War, the Quai d'Croay 
ocaasunioatod sczue decryptions Esde 1 by its Services ("green docuasata") 
to the Wos* SspartaenVo Cryptonalybic Somes. jOa feajprr 1952. however, 
whan Foiaeard fcseasao teenier and Minister of Foreign. Affairs, he ordered 
these ccosEiuiications to cease, hut on the other hand he insisted that the 
Her Bepartstoat and the Stirete? G&n&ale cconmioate all decryptions to the 
Fcreiga. Affairs Service. (According to Lieutenant-Colonel Glvierge, the 
War Ministry's Cryptanalytio Service was decrypting nothing at the tine. 

The only light thrown on the reason for this state of affairs 1st 

(1) His complaint that intercept stations were still busy 
picking up Ctascan or Hussion diplomatic correspond«nca for Foreign. Affairs - 
decryptions of which wore never communicated to the War Department — 
instead of marking on tho interception of other Burcpean stations which 
would ho of £ 2 ore interest to his Service. 

(2) The ccnosnt that the cryptanalysts require texts 
encrypted with sufficiently staple cyntcsss go that they con he otxidiod 
fruitfully under the peacetlxso conditions of light traffic, good trerypicrc 

. and feu garbled telegrams.) 

On 4 February 1522 the Minister of War, M. Maginot, wrote to M. Poiccoref, 
pointing”out the iapox lance of continuing the coashml cation of certain 
decryptions, and that the decision to halt them he reconsidered. 

(Shis request was ignored). He also brought up once agate the need for more 
intimate collaboration among the cryp taaft lytio services of the two Depart¬ 
ments, sad invited the Vorelgu Affairs Ministry to participate In the wort 
of the Zntssadnieterial Cryptanalytio Ccamiasion, now being revived for tho 
first time since 291k. & even offered to study with Foreign Affairs a 
reorganization of the body and the attaching of it to the Office of Services 
of the Higher Council for Xatiaoal Defense (Direction dee Services &u Cassell 
Bupdrieur de la Dlfeoss Hatlcoele) under the Office of the teenier. Citing 
tho Foreign Affairs Minister's note of two years previously, 4 January 1920, 
K. ffoginot goes on to say: 

"I will eak you to be kind enough to inquire Into wh ethe r, 
without speaking of concentration of the cryptanalytio services, 
there might not be reason to strengthen collaboration eooag 
the® in a practical way, instead of re-establishing watertight 
caspartBontG, the disadvantages of whloh you youreeIf indicated 
in the above-ssatlcmd dispatch. The queaticn of tost3 *c .i. vc/y 
different classes* cannot in foot be usefully set forth ufcor. 
what is at issue is not the exploitation. of tho content of 
fereigi telegrams but the discovery of their keys: in fact the 
addresses do not very such with respect to the real addressee 
(tine war clearly shewed this) and until it has been possible to 
read a telegram, its content is not known for the purpose of 
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dotcmialng Bciortacent it concerns. 




as "before the war, for lack of sea over-all direction cr :n 
understanding saong the chiefs of the Cryptologic Services, 
It la easy to prove that ccertain materials which reach a 
Ministry, through the lhtolligen.ee Service, for excsple, 
ragain unused, without a fterious effort®s being ssa&e to 
got out of thaa all they nan yield, since the existence of 
the neo&ed texts or of complementary information la not 
always well known to the uarvice that holds these materials. 


M 


When no reply was received to this note, Xdeutenaat-Colonel Givi ergs, 
under pretext of recovering a loaned codehooik, sent an officer In March 1922 
to esc Mo Berteaux, head of the ffort ;ign Affairs Cxyptanalytio Section, to 
loam the reaction. He learned that the letter had not been well received 
at the Foreign Affairs Stlaistry* 11. Polncamf had fanally ordered that there 
be no coiasunicaticn of decryptions ivess Foreign Affairs, sad agreed only to 
the consideration of reciprocal casE&vnlcation of certain information con* 
corning the radiograms. 


At this Juncture it was decided to revive the Intexsslnisterlal Crypt- 
analytic CHaulssion without tfco Foreign Affairs Ministry, as In pre-war 
days, and the first (end last) post-war meeting was held on 20 April 192*? 
under the chalxasaaship of General Eergau.lt, Assistant Chief of the Arry 
General Staff* It Included re]roeentatlvea of the War, Eavy, erf. Inter!:r 
Miaietries, which were already collaboratine in cryptanalytic »:cr>, c.r.C 
Colonies and the P.T.T., whose? interest and cooperation wore desired. T..o 
chief purposes of the meeting were: 

(1) To achieve collaboration easeng the cryptsaalytic services; 

(2) To exert a comaon action over the assembling ml classi¬ 
fying of naterials for work and the training of new cryptanalysts; 

(3) To study the possible use of radio stations la tho 
colonies and in Franco to seek information, sane of which would be of isosdi® 
ate importances 

M To call the attention of the Ministry of Colonies to trie 
importance of tnfeensatiem that it might obtain trm. a ciyptenalytio service) 
(Both Colonics and ?*T 0 T« were urged to develop such a service in the 
general interest, for thosoelves as well as the Baticnal defense)* 

Tho meeting led to resolutions to can the attention of the Ministries 
concerned, to 


(l) the importance of the cryptsraalytlc service c.-u the cc. 1:": c- 
ration necessary for the proper functioning of that service, and 
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(2) the necessity of octf®0H3rfiiag cpyptogwtphio escnirity 
throrfgi strict skilled supervioicc. ores* the ccnstractioa and nco of codes 
end saol^czaeuts 0 a 

It v&o therefor© reenacted that tt© Tcriovss Ministries establish cr. Inter- 
Ministerial uaderstanding with respect to cryptccalytic collabcrr.t5.cnj t nd 
iiwaa ftetker rcocBwmrflefl that everything to do with caypriographans of 
maaasfiB, and the construction of aw doeiacants end. atudler connected with 


these prcooduree, be tc&an ease of within each Hlaiet^r bar * bureau a 

J8 T^TT fl£ S oesnatant cryptanalyst. tUoly at the war tejeraaeos «c this 
ttee ware the oxypto&vjphle end drypriaaaiytio acnriceo ocMMaad rafter aw 
head la die "Sendee da att££re")~ 

i 


Zhsce resototlcpa after a slight finny of interest were omeo nxxre 
allowed to gather dust, and nothing care was heard of the SateosBlalcteorlal 
Grjptanaiyfcio C&z&sslcn. 


3ft October gggg Lto Col. C^viscr©!, ggaopa r atod bj the bbImIto befcsreiae 
of the Sfcrodga Affaire MSndstry, which bar dspslvSng Ms eect Sm of isoeftil 
intorcopta and lafoisatica wee orest3y hsspcnlng eagr effteertiw© wosSc car 
training jerogpea, went oo far as to euggset that Storolga Affairs totes over 
military and ceral studies itself oufi. ia tto® of war tom Owfir ito trained 
pereennol to the War Bspartoaxt. 


Oft 16 Heeeafcar 152b the Sinister of War Made another atteapt, which 
proved fg mtlece^ to man the ccHriborstlan plcn tinder the auspices of tlx> 
BessmoOt General Secretariat of the Higher Council of Satioml Dcfor.oo. 

Qa g% Efcg jgg S. IMinlsvtf, Prosier and Bteleter of War, cent a letter 
to the Mialeter of Itaralgi Affairs ashing for exchanges of vievs cr.cng the 
heeds of tha eryptacftlytio mrriooo of the Bqnarfezsnte of War, tho levy, 
the Interior sad Strewn Affairs to seefe Means of collaboration. Shore 
was no reply to this letter. 


Qa Osfcdbag aaes the proposal Mads by Cotas©! Oivierge to centralism 
the oaanMoa&iaak inteUigaaoe services a&Sar tho Offioe of the Strader ras 
ofillsd cm ‘‘istorsfitiag suggestion" bat It acne to ncthlngo 

* i 


Sk October jgjB , it was rafeealsd that although lfer^Mwy collaboration 
was still ctase end fruitful^ liaison with fldsot© Gib&mla at the Bofterior 
ffiniotry hed oaassd with the retlrcaMBt of Sf« Havana. Blaos 30 October 3g30 
all encrypted toots of all origins had bsecss offatxallied through tfca Iats&X£° 
genes Section, Seaxtfse Barer*, and the Bar Beparteasat's Cryptsnalytio flea- . 
ties was receiving only won Hague 'Unitary Attoehrf" or "War® in thedr 

head Inga. Marshalling all the old argusaat a e&dnst this superficial sad 
inaccurate aothod of datesnlning the Department interested in a given 
eryptognSB, the Cryptcnalytic Beotian proposed a new attempt to achieve 
reoilfir oontsots saang the heads of the various aryptaaslytlo sorvicos. 


WT&m 'appkioitia: 5?. |a 
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On 1 6 ffotecgy 1S35 tse MiEiaftar c£ Telegraph, esd Salcphca© hod 

a new dcoi’G© signed hy the Erosidcct c S tfca £«gs&Xio # orcstiag isa that 
Ministry an ^t®mlalsteE , inl CcEaijsica with pusr^oo© of "stuflyiag all 
Questions dealing with the security of ihe tasnasisoiCQ of cerrcspcd^enco", 
iHsis rather vaguely worded purpose was explained la a covering letter hy 
the Minister of STT to scsea the coordinating of tha efforts of all the 
varloue ministerial cryptologic services, simller to tho purpose of t'r.c 
dofunot IrrUttKLniotorial (hyptographlc Cegedocicn). Thio Ccrai ccicn.. vj/h 
roproonitetiwe froa the Ministries of Foreign-Affairs, Mar, tho rtvy, Air, 
ths Interior, Odlcnie©, end PEP, hold caa 13 March 1935 c purely foxse! 
sooting which tsao cover follctred Up. It wan n ot e worthy ea tho first case, 
hewever, of soy peaoetiae cooperation la this field on the part of ths 
foreign AiSfateo Ministry i ■ 



2a 253S the (situation vas eo foilotra? 

CD Only the MlniEtrieg of lfcr mud of Foreign &&£g$xb 
pofiessoed or®misod ary p taac lytio hureous* and ths osie ia ths latter tt&E&s&y 
(SeTvioe dou Trsvsux Eootsrv^®) had continued to svelot all teTitationo to 
coUahorstSo (Xfc Eight ho noted here, fcosercr, that the heed of the 
Affairs CrrotOKra^hlff Barrios, a separate unit., hod frcquant and friendly 
oaotaoto with ths heads of tho cryptologic section? in tho tfer, S&vy, aril 
Air Ministries, eepeoialSy for tho Joint study of isveutiosao which sight 
iararevs cayptographiag Eothcdo). 

(8) She Sapartaassts of Wer, Air and the Bevy vcrc sferhire l:i 
dona liaioosu lbs Air B&nictzy vaa Jest hoginning tho crgpni^cticn of : J .r. 
service. It posaaecGcd trained parocncol furnished hy the Her Bojertncnt 
and lead pasffeot liaieco with the latter, hut it did not yet have docuacx.t© 
for study, She Serry Ministry, whose reoss’ve cryptographic officers and 
tacoe® of whao© active esq, ware trained hy tho Ear Bopasrteait E ’ffl feyptassalytic 
3oct2.cn, possessed intercepts hut looted peroonncal capable of etudyieg thsa 
ocatimoualy and fruitfully. 

(3) B» Ministry of Colonies did not appear to ho interacted 
in cryptsmiyEiia, sad tho Ministry of H3P looted the noosssegy ostna ftxr 
providing ecntteaouG fruitful west, 

(4} Bso Ministry cf the Interior hod. In its Ifcotogragfcio 
Service, an official who classified the latcreepto, hot looted the acaro oS 
carrying on sustained studies. 
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In Fco n-aHr 1938 ths Assy Ganarol Sfeeff nan presented with or *$Sa& fts? 
regrouping tho aryptem3ytic oepfioao", 6 «hiah occaAetaA in ®rot@32*g 
eflgdnintrativo&r ali the axietiag services either under Batiessl Bsfaagsa car 
under tbs Offio® of tb® Rreasiove It uaa very looixlly pointed ant that the 
poaoetlaa role of the oryptemlytis corvle®3 vea threefold* 

(l) to attract to read current enarypted traffic, 

(S) to prep a re far the fuse timing of the services in w.'Lir.c 
(by training reserve paracsmel and developing a thorough acquaintur.ee vitli 
the crypt ogfepMc practical of the countries of interest) end 

(3) to ofesek on tho security of the national cryptographic 

aystaa®. 

It waa noted that the acre oosplicatcd radom cryptographic teolniqe&a, 
especiall y the use of osahinss, require Icag-teea research projects, no 
longs? by individual arypteasOjetC; hot by tears including olario&l parson 
nol for alchemical tasks* Scon disadvantagra of the present un sca r dln a t e d 
syotsa wares 

(1) failure to exploit all In&eroepted traffic, 

(2) dapllcatim of efforts, 

(3) lack of ooordlnetod training of reserve personnel, end 

(b) for lack of personnel in the verious depertaaota), neglect 
of difficult partitions (ospecielly saoMae prtibIfiEs) end of iaportant lur- 
guagao, such as the Slavic languages and Japanese 0 

By concentrating all poreosnel and budgetary resources of tho vnrieve i.u;x. . t- 
aantal cxyptonaiytio services Into a dingle service, it woe argued, cotter 
results could he achieved without increasing tho budgetary grants, end at tho 
outbreak of nor It would he possible to get Intelligence lEsediatoly fren 
oryptaaalyfelc sourcsb. 

She Oonoral Staff, feeling that the tins vae not yet ripe for sash 
centralisation, aevartholesB feoafczscded on 7 March 1938 that a first step 
be the establishing of periodic Unison aaong the heads of tho eryptanalytlo 
services* A letter was aecordlnaflr sent on 31 Hayefc 1938 by M, Ratedlcr. 
Minister of Hour, to tho HSalster of Shrci&i Aftoirc, proposing that the 
bead of the latter's ory pteno lytlc section participate la nonfthly or 'bd^ecMUj 
exchanges of viore with hds onllaegwo in the Dap ar tnart of Sfa&iceal Deftae© 






and When this lotto? rsEalnefi unanswered, a oscecd was sent oa IB 23 ay 
1>y M, Haindier, this tine with the added prsatig® of his new position as 
Broader. A roeponso was therefore finally elicited on 27 tear 19 38. Ole* 
playing the fforelga Affairs BBnictry’a coo-ay conception of crywt;inalytic 
cooperation end its custaasry ayopin with respect to tho 'basic reasons for 
such collaboration; 


".I taro the honor of infoyfilng you that the Official 

Service of the P.T.T. ocmnlcatoe aatceatlc&lly to the Wnlstrioo of War, 
the Bevy and Starsign Affaire the encrypted teste of farelga origin which 
appear to ooaoern oaah of than. Besides, far acre then tea years sow 
contacts have tecs established between the service ocnoemed at the Ministry 
of Foreign Affairs and the Any Gacoml Staff, Drazldfis Bureau (Itatelligiaoo 
Servloe), which faraatis to ay ItapRrteat the testa decrypted by the cce» 
patent service' in the War Beparteflet which hoe resolved theca for crypt* 
analysis* Moreover, the seats agency scads to ay P epartBtti fe ay saarypted 
tost ssscoptibls of interesting it, cosing froa ito own intercepts o 

°*iBb actual liaison which thus results seam to se, thoreforo, 
at first glance, to answer your ecthhem* Severer, Z see no objection to 
a Booting of tho heads of. the seotiens oonoentsd, daring which year rep¬ 
resentative *0 proposals would be ex&sr&jcd. So sight get in touch with 
E2„ do Boblon, Minister Plenipotentiary, who Is in oh&rga of the seotion 
oonssrnod in xay Dopertnsot* " 


This grudging consent to one acting was skillfully ^interpreted by 
tho Prosier ea an oeoeptamoe of the principle of establishing contacts. 

On 6 Jtaly 1938 the Senior Instructed the Chief of the General Staff to uco 


to the orfipnisetion of bl-gonthly meetings of iha heads of tho cryptcnnl: tic 
services Of the throe aULtary Departments (Her, Stay, and Air), with ir.n 
invitation far pertloipatlan also by the Ministries of Poroign Affaire, 
Interior, Colonies, ad ITT "especially the Ministry of Foreign Affaire., 
since that Bepertnent Ins accepted the principle of oklng contacts (letter 
of 27 May I92Q) a . Be added a Important note: .“She heads of tho crypto- 
logic service will, mo reover, receive the afaefoa of ngeaarim B far war- 

a cectacUaed craanleatlcn of the intercept end oErutcaalrUc ser^ ogg 


a 

o 


On 9 SOTtgfca 1938. spurred by the growing international tendon, 

H. DalMisr rsasLodod the Chief of the Asoy General Staff of his provisos 
instructions ad caked that they be sorted upon by 10 October 1998* Aoooctf* 
ingly the first nesting took piece on 27 October 1938 at the Ministry of 
Wax. It had a two-fold purpose: 


"I* To establish Collaboration on the teohnioal level aeons 
the fiiff oront oryptanalytic services in the esva departaents 

— Cassuniqatlcn of ted&ioal proced u res need with the forei@i 
doorsaaats studied; 
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Delivery of radio ®a& postal intercepts to the departSGEfts 
which would need them to facilitate their oryp taga lytlo t&s&s 

°2i So pre pa r e a directive setting up far tiso c£ rsss a 
centralized organization of the sarrioea of radio and postal iafccrooptica 
end of cryptanalysis. Shis directive would be srteittodfarthQ signature 
of the Ministries concerned. n 

3h the course of the twelve bi-recnthly nestings of the beads of the 
cryptologic aervloos between 27 October 1936 end 8 June 1959 the first 
dbjoative — that of technical collaboration — was feirly well realized, 
incog the Hit, Foreign. Affairs, as& SSwy representatives there sere 
exchanges of code recoveries and progress infonsatiaai on Italian diplcmitic 
codas; the War Depertaent'e ory p ten alytio sooticn decrypted sene Spanish 
consul telegrsss for Tarsi @1 Affairs and furnished infocncaticn cn an en¬ 
ciphered code used by Argentina; a ssahine cipher employe in the Foreign 
Affairs cryptographic section was authorised to Join a training course 
given hy tbs Air Ministry; and it was ©greed that the satll and inexperi¬ 
enced cryptographic section In the Ministry of CaLoniee, urged to use acra 
scours eysbass, artgrt stteit then for the approval of the War B®partanat°s 
experienced analysts. She Ministry of the Interior, which was interested 
in certain private code sad cipher traffic reaching it by postal intercept 
frea. the HT P ms encouraged to create its on axyptaaalytlo section, with 
help pramsed jjns the Mar Departcant (which had previodoly dons those 
decryptions) o Iffcrts ware likewise rade, thougi with no perceptible 
suooeas, to achieve oollahoration between the two principal radio intercept 
agmolees in the Interior Ministry 4B& in the Bwaihe Surma of the Hn 
Bapertacnt (under the XsteUigaaoe Berrioe, not the CryptBs&lytie Ssreon), 
with the dual purpose of avoiding duplication end of preparing for oantsdi- 
satianof these aganoies in tise of nor. 

Cto 27 April 3959 steps were taken toward the second objective with 
the proposal of ihs creation, far warttoe, of a central agsooy for crypt- 
analytic research under the Office of the Frasier ar the Chalsssn of the 
Higher Council for Motional Defeases (So aontion was rads of tho centrali¬ 
sation of radio sod postal Intercepts.} This agency, conpoeed of the bent 
cryptanalysts firan the various Ministries, would have, the tack of centre! l- 
sing ocyptsofilytio research and coordinating oiyptanaiytlc activities It 
mwld devote itself axolaoivoly to n ss^culatlve research", discovering tire 
systeas,- doousaots, end cipher noohines used by the ensay and relaying all 
useful inftbro&tian to the oryptenalytio serviess of the various Ministries, i 
which would be responsible for the actual recovery of speoifio keys, the ? 
r so onst ruo tioa of oodeboohn, and the exploitation of the seesogee. Thus 
the ffidvaaatagoe of a centralized control would be oewbiaed with those of 
indepccodsoee of action within each Ministerial seswloe. 

She three Bational Defense EaptfrtKnts wore in mediate agrecnant on 
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the principle, -sith the Ai? Ktoiotry offarlss Glerrsa cryptanalysts and the 
Zfe-ffy terOo lie representative of tho fforeiga Afgteire KiMetr^y althcu^i 
apparently parscoaiij favorable to the pica, van citilgsd to ecaoaXt Ms 
superiors, sod <sa 8 Jmc 1959 be retunsed with a active CTserar. Etoreigi 
Affairs geve the following reasons for £to aoiKOUfft«ctt«t 

( 1 ) The cr yp to graphies asthodc of dlplooets and tbs E&Htaxy 
are *W> 3 t diEolaHar*. Blnoe Vorelgi Affair® has never concerned itself 
with ailitary codes and ciphers, centralisation coanot, la priaoiplQ, hero 
the ease advantage for it ta for the fibaletrlos Of Eatlonal Defense. (It 
admitted, horovar, that the rollsboraticn already aetnhUnhod eaoag the 
aryptanalytic services hod given results for ocvtala consular codas, tfhich 
acmstlmsa contained intelligence useful for the Ministries of Satlcaaal 
Defense.) 

(2) The very snail staff of its Cryptanolytio Service soiree 
It absolutely impossible for Foreign Affairs to detach a useful cccccr 
to the Central Office. 

At the beginning of hostllltleo, Foreign Affairs sold it could theroforo 
envisage only *^se ftagisttt liaison es appears useful^ If later an enlarged 
staff pesseltted such a stop, “the deteobasat of e specialist to the Central 
Offioe aigjzt than be exrtaeg&d". 

2 a spite of this setback, which use probably not unexpected, tics three 
ffirtlonal Defense S&alatrtes ag reed to centralise their eryptaaolytie 
activities.* 

This was the lest recorded aeetiag of the heads of the axypteealytic 
sorvieea. The nest three sere canceled for varlcoo reasons and then, it 
was announced that the bl°apnthly nestings would resume la October open 
notification by the War Ministry®* rapreeeatetive. 

The ftto of the centralisation plan upon the outbreak of tsar in 
September 1959 Is only & matter of speedlotion, for leek of syoc&fio lnfca 2 S> 
tlon. There can be little doubt that tbs War, Bsvy, end Air Ministries- 
carried out tfcelr plan; it is eofmlly probable that tbr ?orblm Affaire 
Winictry woe recalcitrant. It la lnteraatlng to note, however, that or, 

15 September 2Saladiar reehuffled his cabinet ond assumed tho portfolio 
of Smrnm Afffcir® la BAMMm to that of Star. With a oossacn heed for tLo 
ten ministries it »y be praw ned that the struggle for oleae oryptacalytic 
collrh oration be tw een then was finally won for the ported up to the fall of 
Stance la dune 2 $feO. 
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m. Ibe Single 3nr«m 

It vonld seen advantageous to reach on understanding satong the existing 
oryptologlo bureaus to ovoid the duplication of work. But before exssrtng the 
conditions of an understanding, 1st us sake a clean sweep of what now exists 
and Qxeaztae the role of a single bureau of cryptography. 

This bureau, responsible In a country for everything to do with codec 
and ciphers, would here to fulfill the functions devolving upon the various 
cryptographic services now in existence. 

Sow, acids from the decrypting of cryptogram, there exists a practical 
task of crypto@ophing and deorypto^aphlng tele&vssa wfcloh asst, In order 
not to lay -then span too readily to study by the o&ssy, be dlnestsd by ggggfr * 
aaalygtp o Sheas agypte aa lyste Soot instruct the operating personnel end 
prepare the docaasnte. It la not pooadbSo to cooept the Idea of a olngls 
carries if the lattes* Is to Ignore ocaplotsly the prootloal service of tho 
various Mnistrlea. Ibis ic perhaps a new oanospticn — the eanatrootion of 
oc&sboa&B end the habit® of certain BepartaxsUi prove it — but it ic in our 
opinion an absolute nsosselty for orypto^oscurity. 

As far dooxyptioa tho bureau will hare to* 

(a) ba responsible for directing the service of gathering the 
doctsaante to bo studied (radiogram tad other asena ). 

(b) be responsible for gathering together and keeping meesrouB 
archives (tioeoaeffita studied, dcowtaitc throwing light upon than, working 
tools). letters obtained Area perquisitions or Aran censorship any cast 
light an osyptograae and give tmssa or keys. 

(o) be responsible for recruiting personnel and using esqployoo 
according to their aptitudes. 

(d) be roqpsasibls for oafflaaioatiag to all the services the results 
that ecacOTa thoao oerwioed. Ba order to do this, one aunt be perfectly 
acquainted with the different ssrvioos in order not only to teep at their 
disposal what aay interest then, but to go and propose it to thss, end at 
tlaes to cfellge thaa to work on it for the gseanal interest. 

(e) function under satiofestcry conditions of security. Oils 

security a end ate not In ooeoealing the ex&otceoo of oorvicco to which ell 
the Oise novels allude, bet in tho asset nature of tho work being 

done end the list of projects under study there. 
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Are these conditions ocspatlhls with a new ar&nlEaticaf 

Tea, if that organisation eaa he created outside off all ainietriee, 
above tlw ministries, with a aMef who has indisputable authority with the . 
"grands services* — with the P.T.T. and tha publio prosecutor** deparfeaaot 
(for perquisitions end oorrospoo&snca of aalafteston) as wall as the mSalo* 
trios ocncarned — a ocnpatcnoe as great as Ms authority in all gsasral 
questiono, military, political, etc... and. who has credits at Ms disposal. 

Why these conditions? Chapter XI shows that they are necessary, by 
showing the consequences of the spirit of oajgarlB»ntallz&tlcn* concealed 
tinder different labels, Including that of the security to he snlntalncd. 

This spirit has perhaps not entirely disappeared: the (SR hv.a no 
knowledge of telegram on certain Hilitary operations ecncatlng free 
Military Attested® except through the decryptions node at GBQ. Another 
Separtaant has the elongate for decrypting those telegrams. Either It 
wishes no ane to know that It has them, or it does nob- understand the 
interest of tha doourants for GHRo 

If a central bureau is established in a Ministry: 

—vhofc, if not that Minister or his repreeentatlv®, will decide 
on the doctraoBtB to be coanunloated to the other Separteaots? 

—how will discipline be ensured eaong the cryptanalysts, now 
scarce and therefore a precious ocmodlty, who, both officers end. civil 
servants, have a status and a position? 

It is not a question of placing then in a hierarchy; but their work 
cannot bo carried out on a piece-work basis, they nut take to it; the 
slightest hurt feelings give rise to bad results. Star the sonant no use 
is being redo of M. Bevarea, whose ocapete&oe le beyond question. 

—how will the recruiting of personnel for the services of the 
other ministries be token car© of for the future? As iter as wo rrc ccx- 
oentsd, we have to teach exyptographlng practice to the officers of the 
(tenoral Staff. Ve need eedebooks. The experience of the Her has proved 
that on officer acouetoaed to nllitery habits, thoroughly acquainted with 
the solitary ncoanolAture and hierarchy, renders quite different eervloee 
In the aUltegy cryptographic service frea a young reserve officer or a 
young interpreter a Who Will, train this personnel! who, at the tine of 
eaothar oaap&igi, will sake this oartloa funsticn? 

XB BOSXQQ 
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Will tho end not fee a aonopoly which will result i& preventing orypt- 
eii&lytio TOcaticaOj, far civil eervaate or officers not wicmgiwg to tho 
Bapartaacnt in cfcerg® of tho central bure£u s ftoa being revealed? And once 
this aonopoly ie fissured la ffcet, will tbara sot he a profartsBoe in tho 
ardar of studies in fsnroc? of that Ministry! Is Jareigtt Affairs interested, 
so to an, in tho gomrljP of tho Ctaaaa posts in the tranches at Ver&on, 
which concern only a sector of tho Second Amy! And will it not leave this 
sector uneasy eo to the contents of tho xmdiogreaa intercepted hy its posts? 
We receive free sn Allied Aray rwgussts for iateUlgnea which prove that a. 
crypteaoolyfcic eervica organised in a Miniotry leaves the Aralso in oaaplate 
igDcrano© of sgbo of ite work and las for core titan Id ■"***■ psssltted 
offioera to seek laboriously results which it has had for a leas ties* 

ffar these reasons, considering the tendencies revealed up to now, 
particularly by the Separtaeat of foreign Affairs, considering boson nature 
and the difficulty of finding the one ooopetant sen in ell the ninisterie.1 
departasnte, w® are not at present in favor of the installation of a oinjrlc 
bureau either for the period of the war alone, becauso we fear that the 
distribution of the doouants trill he node in even worse fashion than ncr,/; 
or in the fu t ure after the return of peace, because we fear that the 
service regulrsaants of the various ataiotrles, particularly the prepare- 
tioa for war, will he aaarlfloed. 


* Or possibly "chatter "r BA7ABDUB 
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2DXE 

cn a pleat to reorganize the 
er y p ta aalytlo services 


A 

' 1. At tho present tins there does not exist la Smnoe any orjp tacalytlo 

organization created for the purpose of obtaining the aost effioieaxt results 
while reducing as mush as pos si ble the ohaaoee of Indiscretions. 

2 c Zt has not yet been possible to bring about any centralization, la 
spite of the obvious advantages which would have resulted la every respect, 

3 . Bo IntlaatB liaison has been established among the oxyptaaalytio 
servloes of the various alalstrles which have such services: Sbreiga Affairs, 
War, toy, Interior (Bfaettf G&uiraXe); 

4o Cases of duplication of research resulting firm this loch of ari'sc- 
nant are relatively anurous: 

Goman naval codes fixe naturally studies by the Kavy, but they ala- 
are by War because they are used by military zeppellns: 

Certain dlplontlo codes, used by the Military and Sbv&1 Attaches, 
as well as by the AAoaasAcrs or Ministers, are studied by War and Rrel&& 
Affairs. 

3 . first disadvantage of this duplication la that It de s aada, 
uselessly, aa Increase la p e rsonn el and consequently of questere. 

6 . Jurthesaacre, encrypted doeunanta must be drain up In several oopics? 
to be distributed asong the various groups studying than siaailtaneouslyj 
hence the need for additional staffto to copy and sand that on. 

7 . She results obtained by one gro up are not ocounloatad to those wfcr> 
are ashing the sens studies or elwrtljar cmas 3 hence, wasted effort. 

8 . She services that Intercept encrypted doowants do not always] knew 
to what Ministry they are to send then: either they sand then to sevarel, 
whence multiple copies and correspondence; or they take the rlok, by cotultz; 
than to only one, of not directing them to the one which ohould properly 
receive then. 

9. This anltlpllolty of confidential documents and of people employed 

to eopy than, trenaslt them, study increases the chances of negllg sic^ 


M 
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lOd The eesae disadvantage ocanes also from parallel ccaamzaicacicnc rjn&a 
by the services studying the mm dootoants. 

Ho SSoreovar, docuBaote or intelligzace ocpdng to an© crypteealytio 
aervic® sigit to very useful to another which dose aot fcoow of their aadstanoe. 

22. So sun up, there Is no adsinistratim which centralized) everything 
to do with cryptanalysis and does the necessary noorfllnatfon of tbs various 
groups assigned to the sane type of trade* 


B 

The tine books to here oaae to Institute a reorganization which is all 
the ware tcdlepanaatle as recent incidents nay unf or tu nat el y have seriously 
caapraaisod a eorrioo which, has proved its effectiveness since the Beginning 
of the war, Both £rcn the dipiOB&tlo end Ism, the aUltaiy sad naval point 
of vieWo 

Without laboring the point of the earvloca rendered to the aznlco rnd 
navies By the iaaedteto decryption of field and naval xodidgrsiaa, at ccere 
appropr i ate to reoall in particular the intelligence having to do irith 
Gossan actions in Greece, Spain, Morocco, Aserioa, and even Asia, uhioh hou 
Been ftsulshed by cryptanalysis, and the results of which have bean so 
extensive Area the point of view of the dsvelopeaat of the World War. 


C 

2a order to establish the bases of a rational organisation of the 
cryptan&lytic service, we oust not lose slgxt of the foot that thin oarvioo 
la above all an orga n of inteUlganoe and that it should logically be 
attaohsfd to a General Office of the Iatelligsoce Berrios, whioh does not 
jet exist in SSponce, and whioh it would dodhtleos be advisable to set up. 


3 > 

1. As far the oryptenalytio service, an Ihterndnlsterial Qffioe of 
this service should be created. Including representatives of the principal 
Ministries of B&tional Bsfonae, to whan would be added a delegate free the 
Office of the Premier. 

2? This Office would be charged with ell o ryp tana lytlo quccticr.c cf 
ganaarel interest. 
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3> 2o this Office would la transmitted all eacz^pted dccuaemto 
totcroejrtod, froa whatever source; raiiotelograpMc, telegrephio, postal,,etc. 


fe. It would ensure their being studied by dotting up as sen;- groups on 
would be necessary according to the category of tho doousanto. 


5* It would ensure the necessary Haiaonn «wmg the various groups in 
such a way as to obtain the aoet efficient results while Halting and local¬ 
izing responsibilities. 

6. It would ocaoBunloste whatever was neoassaxy in ap propr i ate Ansa to 
the servioes concerned in the various Ministries through the qualified 
representatives indicated above, who would see each day all the work decrypted. 

7 . it would be in direct relations, through the sees representatives, 
with the intercept and intelligence services, as well as with the exploiting 
services of the various Administrations which have thou 

8. It would not be indispensable to bring together In the seas quarters 
nor to attach to the sane Ministry the various csyptonalytio groups, olrxa 
the proposed Office would ensure the necessary liaisons among then. 

9. &sh an organization, seems the proper kind to eliminate or to x adcoe 
appreciably the disadvantages noted above (in A). 


Z 

1. She Office of the Cxyptemlytlc Seorvioes, it seems, should bo 
attached, at iasirt for the duration of ism?. to the War Ministry; but it 
sight, if that were judged preferable, be attached to the Ministry of ffcrei&a 
Affairs or even to the Office of the Premier. 

2c It would direct and coordinate the week of the various oeetlcor set 
up by tee qualified mini stripe. 

3. War sec t i o n would study the field radiograms of tee varlocr 
fronts. 

k. The Bevy section would study naval radiograms« 

3* At the Surstl Qrfmfeale tee en crypt ed do cum aa ts relative to internal 
policy Would be studied. 
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6. To Joreign Affaire would bo reserved the study of the aiplaKvbic 
dcawaants; however, War would cooperate, at lseet mtll further notice, 
1st tha study of certain dtpiaaatic codes and of the correspondence of the 
Military end Baval AttachM. 

Chief of the Section da Chifflre 
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Sagolutlon of the Xntqndulgtortal Crypftoigathlo Cq—lBaAon qa the Bufe.toct 
of Csypto^ocarity (20 Ax»rU 19S2 ) p. n 

4 %orcaa it is important that In each Ministerial Deportment the cvjrno - 
graphic a y st s as be hspt at a level with the advances in csyptanalyiJia end. 
especially that Idle use of these doetnezsbs sot zx&m&ir security, 

"Recalling that cases bore often arisen in which* as a result of grave 
events* the representatives of various aflaftoistgatiens hare transaitte& 
epproxiHoteiy analogous telesms m the scae subject* so that the discovery 
of the ssahlng of ths one endangered the security of the text of the other 
and of the doraasnt which had served to encr y pt It* 

That there thus results a certain solidarity in the oryptograpblo 
security of the xdn&torial dagsrhaente* end that it Is lagpartfiBfc* can- 
eequontly* that this security be otrletiy safeguarded, by the teasing up of 
secure docrasents as well as by strict supervision over their use* 

"Hat this suporvlslcn can, it seems* be exercised only by thoroughly 
trained persons who* versed in decrypting proosduree* are acquainted with . 
the weak points of oodos and ciphers and with their uae* 

"She Ccsadsaion expresses ths desire: 

*0a&t the attenti o n of the various Ministries represented bo called 
to the advantage of inatitutihg earlouo and active supervision. over the 
drawing up of cryptographic d o onas e ts and especially over their use. It 
(ths Ccaw1 salon) takes the liberty of suggesting in this respect the 
sstablisbofint of a oxyptographio bureau, having at its head a parson qual i¬ 
fied in decrypting* having in ltc responsibilities everything that has tc 
do with oxyptogrephiog and tiecxyptotpaphlng of sassages* ths tearing vg of 
ficounents and tbs related research. 


52 








Uvnoy. to tko report cm the 100th sees!an of tbs League of 3atlcno)~ 

19 Pateary 195& 


Plan for Recouping the Cryptanalytic Sorvlcoo 

Attached herewith le a plan drawn up by a reserve officer in tho 
&vy, an official of the Secretariat of the League of Hattons. 

/ft appeared thatthe proposals preoented deserved to bo oaccSnod fi-c:; 
a higher point of view then the level of "Ministry"* They seen to pornit the 
coordination. and centralisation of research beginning in peaoetiao, especially 
with, respect to the decrypting of aaohino system destined to be generalised 
in wacrtti^7* 


Bio o r yptan alytto sections, which rendered Boat ndaaSdo services 
during the last war, have an squally I n po rtaa t rols to play In tias of pease 
Shay Busts 

(1) Maintain the correct ggggt£& that la, seek to decrypt the 
encrypted telegram which arc furalabad then by the P.T.T. services (for 
ordinary traneniBsicns), by the lxttsrcopt aarv&eae organized by the various 
Ministries (for rodlotelegraphio tranmil g sione) g or by other asana (lhtal21= 
gance Service^ police, etc.) 


of reserve personnel 

ftaallinrity with the systoac ar.C. cnc:v:-"-- 


igcouu to 


Since the war progre ss in oryptc^iyals has tibL 
look for code end cipher system that are acre and acre 
several countries to begin In troducing the uae of —■ 
for the oryptaaalystf has beocse singularly ocaplloated, 
a work of Indlvidncl analvate. decrypting In asqy caeca 


(align the eervloee tr> 
ore secure, and has led 


and instead of be&& 
today requires 
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rooourso to team. varies It. bee became indispensable to proceed to lactam 
research aril to give the q y p tsa alyBta auxiliary personnel reapoailble for 
the clerical tasks of oioplo stripping and tabulating of groape® 

Unfortunately, the administrative organisation of theco sgtvIom 
has not taken this evolution sufficiently into account* Saab. Hinietry (We?, 
Bavy, Air, Colonies, Foreign Affairs) possesses & separate service and though 
by the vary force of circumstances, personal contacts have hem established 
among the Sfatiaaal Defense services, the prese nt system does sot penult the 
ensuring of the efficiency in these sarrloos that could he expected teem them 
if there were a pooling of the various aeons according to a rational orgsnisa 
tlOQo 

Seme disadvantages of the nreaant eoratam 

Without Wishing to go into detail, it la Interesting to note that: 

(a) as a result of the look of coordination among the scrvicee, 
part of the messages intercepted are not mmKflted (e.g. aeaaagse ffnoodad 
with the Geaasn ainJoantlo oede are picked up hy the Stay's intercept 
services without being transmitted to tho Qual d'Oraoy; one pert of a 
correspondence encoded with the aid of tho Spanish oode wa amt to the 
SBvyj the other to tho Qual d'Qrsay, without lta being possible to oo&axm 
these two tote); 

(b) different services week on the ease cods without ocmal- 
eating their results or their hypothesea to eaoh other (e.g. the dlploatie 
oodoa on which Foreign Affaire wests far diplomatic messages, Stay far Basal 
Atteohrf messages end War for Military Attaohtf Bsssegec); 

(c) for lack of personnel the services attack only relatively 
easy preplans and neglect the difficult problems Csuoh ao tho decrypting of 
aaoMne enclphenaoxts) whereas this work la probably the moat iapartant for 
the preparation for w&rtlaa; 

(d) aa a result of the small masher of oxyptenalysto in each 
service, it is sot possible to here the necessary range of linguistic know¬ 
ledge, bo that important l^rigiygn* (Slavic languages, Japanese, etc.) aro 
almost entirely neglected; 

(e) the training of reserve personnel is not sufficiently 
coordinated for there to be a unity of doctrine in tike various services end 
it is eoMfcely possible to benefit from the experience of the other services 
in order to direct this instruction properly. 
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(s) Hiiia plKa aho-pld. provido fog* the ocooe&tr&tlca of all ths 
present booed (parscaaael and budgetary resources) into a Dioglo service which 
would fee afodnlgtft&tjvely attached to m osflgtflftg iKfccaniaigtas’lel body or 
to the Office of the faster* 

(3) This earvioe would ocnslst of a aerrioc ohlef- srsfBrafely a 
civilian to ensure continuity, and four cr five sections. Each section 
would consist of agents, oither oivllim or nilitary, detaa&sd fey the 
Adsdnlstraticn to which they belong (Kny, War, Mr, Colonies, Affairs) • 

Besides the cryptanalysta proper, it vtuld feo advisable to add arasiliaaty 
poraonael for purely olerioal worts* TM« auxiliary psracKfflel Ezi£$t feo 
comma to tha various sect! odd. 

(k) Tho Muletrios would so longor feo able to take qp ciyptanalytic 
projooto esc opt for particular well-defined olsslcne* Jo. this ooee it would 
feo understood that the central oaxrioo will fee kept infoamsd of tho results 
of those projects whidh would hare interest Aron tho cry pteroalytic point of 
-view* 


(3) All tho encrypted neee&gea will arrive at tho central scrvico 
and will fee distributed cocos tho sections. Tbs decryptions will fee ccsHsuni- 
oated szoloElvoly to toe Stialgjtry ocaoaasBad, according to tho instruetions it 
has given 0 In. principle each section, ocs^osed of agents fedeaglng to a 
given Ministry, will work only as seseagea of interest to that Ministry and 
will have no knowledge of too taste of Interest to the other sections* Ctaly 
too crvutamlvtio rosalts (recovery of a code, decrypted groups, bbaorroticaa 
on the oayptograpfaio gya ta a s ) will fee ferougxt togathor in the office of too 
director of the scrvioo and ocnaaalo&ted to toe va ri ous oeeticssso fhese 
preoantlons will sake it possible to assure toe various departesata that 
their secrets will not fee divulged to other services* 


Plan for Organisation of toe Cfranataaslartlo Services fer Jualaa cf the Breeecfc 
Sqrvioaa Belonging to D if f e re nt 
A, Qraaaiiation 

(a) Sarrioe chief 

Assistant arohlviet responsible for: 

(1) the receipt and distribution of intercepts 

(2) the dissotiUBfitlcn of decryptions to the deporfaents 

(3) toe doe u Bsn ta tion servioe (see fellow) 


56 








DOCID: 4232697 

T OP SECRET PUftDE 

(b) Ciypxaralytic groups 

English 

Genssa 

Italian sad Spanish 
Bussiaa 

Eronch (private tolBgsssm) and niscella&eous 

(c) i'ranal3.tioa group (plain t<ax& t©lege's®ss) 

(d) Kasoarah groups new oysteaa, inventions* s^oMaeos etc. 


B, I ntercepts 

Furnished by bhs assosbling of intercepts which nsy bo gathered 
"by the following cervicess 

War 

P.T.T. 

stffiETK MEI02ALS 

Colonies 

Bevy 


C 0 Xtocissontatioa 

Formed by bringing together the documents nw existing la the 
different departments (dictionaries* telephone books. eto«5o Press service 
(to b© organised). 

D. Installation 

Tha aeceanbling of the documents would require installation of 
tho entire corvico in quarters close together. 
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Bags 1»«5 


JatangjjajLatsrlal Golleicration in tho letter of 


— May (t) 3838 


in case the idea of the ooardis&tian af the various esyptss&lytle services 
should take shape. It up— n that the sort sspedlcnt prooedure would he to 
create an interglnlatgrlal Directorate for these eervioes. 

This directorate, oenposed of reprooentatlTes of the principal ministries, 
would he responsible for all cryptanalytic questions of gsnassiX Interest and 
for coordinating the work of the various sections set up by the qualified 
ministries. 

It would receive all the encrypted dcotnaanta Intercepted, rcgardlsca cf 
origin and destination. 

It would ensure their distribution among the various apodal g.’ov,pa, no 
longs? solely by address, hut hy ays toss and categories* 

It would ensure the liaisons among the various working groups in such a 
wey as to obtain the most efficient results while at the sens time limiting 
and idealising responsibilities. 

It would set up and keep up to date the oard file for each country studio*! 
and would give each grot© all infteantion susceptible of facilitating Its wor>. 

It would establish a press service or would receive feet the various 
departments all press Inftnatltt auoooptible of directing the efforts of the 
cryp tana lystso 

It would entertain direct relations with the intacroept and Snfr clli g ate s 
services as well as with the azploitiag services in the various ^dtajalstr&tlezsa 
suaceptihle of giving it bases for arlantaticn. 

Through the qualified representatives of the various dopartasute, it 
would see to it that the woo* of the groups was circulated in the appr o p riate 
ftea to those concerned. 

M ore o ver, it should centralize all the Inventions and ell tho ayattra 
proposed f&r adoption by the various dspartaento, end hero then etvdictL 'ey 
technical eecticno 


a 






DOCID: 4232697 


TO# SECRE T SU#DE - 

The working groups would 1)8 allowed to keep their autcnccor and to do 
their am recruiting and the instruction of their personnel individually. 

She Directorate aljght he attaohed to one of the KSaistrlee of national 
Defense or the ggnsanent (tenoral Secretariat of the Hitfw Cosaoil of 
national Dsfesneoo 


She Agancy aovie&fled Bight therefore consist oft 

1. a director, aided Ij &x assistant; 

2. on arohivoe service far: 

(a) the receipt end distribution of the Intercepts, 

(t>) the dlawwlnatlon of the translations, 

(o) the Maintenance of the cr yptaaa lytlo filoe, ■ 

(d) the centralisation of the press infoncfltlaaj 

5* a liaison service ocagtosod of a qualified representative SVm 
eaoh department responsible far Beelng periodically all the work accomplished 
In his dejEurtaent and dally all the texts decrypted; 

4. a translation service for plain toast intercepts; 

5. a technical service resposnlhle fat stndjiag imnaatices etc. 
end for watching arm the security of the national codes and ciphers* 
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“Castral 3gtcgBdMalMgl&l Czyptaaalytlc Bureau " * 


- 9 May 193 9 

At tie bi-monthly seating at the heads of the cxyptogp&phic eerviees on 
27 April 1939, the creation of a central agency fop or yp te nslytlo mmssetik 
vaa contanqpla fcad. 

The Eavy proposes the creation of a central o p y pta n a lytio bureau, an 
lnteoadaleterlal agency aofc directly under any Ministry and rasgcnsibls 
solely for general stadias: 

(a) centralising oxyptanalytlo research in Order to discover tbs 
new cryptographic methods being alloyed end to establish theorstaeal rules 
for decrypting; 

Cb) studying enemy cipher aaohlaes, diagrams or descriptions of 
which we might possess, and seeking the weak points of these machines; 

(o) centralising all doouasnts relative to the Methods in reserve 
which Bight he used by the aneqy. 

*PMw Central Bureau would not have to reconstruct the test of the inter¬ 
cepted Bsssages nor to look for the specific keys; this role would ho 
reserved for the oxyptaaslytlo bureaus belonging to eeoh Ministry, which, 
applying the general methods famished by the Central Burma,, might utilize 
various bits of information. that they possessed on the meaning of a message, 
probable words, e n cry p ting mean, ate.... 

Central Bureau would bo plaasd radar on authority higher than that 
of the three sdniatrles of Her, Air and tbs tovy. It Bi &A be unflar tbs 
Office of tbo Frasier or under the feesldcst of tba Higher Coanall of 
BatLcnal Bafonss. 

The advantages la having this Bureau under a waxy high arthcrity would fcss 

1* She easier pertiolpatian of Barely Affairs.. 

2. The possibility at securing either tbs pmanart or ooeasdonal 
participation of qualified airmans In the rassarahj for gmtfto, foxser 
m il it ary oryptanalysta haring real competence In the vcrfcwbca it would be 
difficult to employ in a subordinate position la a military agency. 

fhe contribution of each Ministry to this Central Bureau might be two cr 
three persons of officer rank, and, if possible, an equal naasbor of secret: 
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Central CgrateaglyQlc gerrico * 


- 2 h Juno 1939 


Haturo : an SatamiPlBtorlal egsxtcy, functioning An tlao of hot -cithln 
the £mamoifk of tto latter (Sogncll of Batlopal Cgfsaso (Secretariat Genoral). 

Bole : agancy for general studies end coord Imftlcn 

General studies s the Central CryptEaalytic Berrios? 

(a) ceoteelixess 


-all materials for cry p taa cflytlo study ocning fsmt the 
undos or loiterlcr; 

-all doounn&s end infosaet&an of a technical scefcare 
coating frat the various testelllgsaoe Sarviooo 
relative to the cryptographic systaae va& V the 
enaoy aa mil as the prlnr.lplae of Ihslr vm$ 

(b) dees the sorting, by Origin and by the cryptogram 9 ® Sokol, of 
the various striy materials received by the aerrioe; 

(o) investigates An each individual ease the nature of the ayctcr. 
rood, possibly with the help of the inferseticra end docuneata of c, technical 
nature which ere in Ate possession; 

(d) studies new encrypting proGedsres (aachlnas, eleotrcBochanlccl 
or el ao trcaagaetie prcceeeea, eta..o) sad Isles to set up aothods nuking it 
pose Able to ensure the decrypting of these aysteae. 


Coqgdlaatlqa s 

(a) trenonlta to of the eryptemlytio eervioee of the differaefc 
ndnicrterl&l departments the natortals for oryptamlytio study of interest to 
that Department, attaching to that all Information already gathered by the 
Central Service and all results obtained in its re* corah, with a view either 
to continuing the czyptanolytio study proper or, if the results already 
obtained penal t, to undeortaking the iasnediate exploitation of the materials; 


^fllr Force proposal. Ifcla plan, presented after Foreiga Affairs had refused 
to participate In such a central agency, arnlsages c o ll ab oration earns tho 
three Hatlocoal Defame ainietries only; 
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lb) maintains constant liaison for this purpose? tricli or o'.: or '.::e 
crypteualvtic oorvloos of the aforesaid ainistrioc end proceeds • her. ever 
the need arises, to all «wrtTmwg«aa of Tiaras xtsoaasassy for ensuriEs the 
greatest officiscjoy of the venous waTTlcse; 

(o) im<wta<w Hcd son vlth tbs Csafcral Service and ''&& frees lafccsss^ 
tlon Eerviose, tbs Central Intercept Service, and various Intelligence 
Services vlth ft view to all necessary l^garamtlcm. end sstarials; 

(d) participates la "0«niJ0rsMp ,, p la lisisca vita tto fracs Service p 
far everything oonwimlng publications of angr nature BueoefpfcSM© of SapaarU^ 
lag orypto-eecurlty. 


aided 


A service chief (an officer - specialist Arcs War's erypb section) 


. (l) reoeipt and olcasifloatlcsa of study natcrinls, 

(&} centralisation. of infcrnetlan end doeuaants of ever; nr.tvrc, 

( 5 ) setting up and toegdog c u rren t card files of cryptcnalytic 
InfozantiOm* 

(Sttwanafii officers — crypt agcoialistsp ocas cfflolers — 
specialists, possibly Inter civilian 


(l) preUadttory research on study naterlals trawnltte& after classic 
flcation by the Clmlflcatte fiocticnj 

(a) dlsseedn&tlon to tbs orjpta aalytio services of each Bsportscnt 
of the naterlals of interest to thra, as wall as of the resolts Obtained at 
the time of the preUadnaxy research? 

(?) dlosenlnatlon to these seas services of the translation of plain¬ 
text messages coning traa various Intercept or intelligence sources; 

(4) studies of gystens, aacMnss or cryptographs. 

(Personnel: officers — crypt specialist/ sous offlciero-cr.ccialiox; 
possibly civilian personnel for the translation of plaln-toxt ncao^cc only). 

liaison Section s liaison vlth the various departments, the Isfomaticn 
Seryloes/ the Intelligence Services, the frees Service. 


(Personnel: of f icers—crypt specialists). 
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Observation . 

Sucli an organization, as it emerges from, the above outline, seems 
calculated to ensure the aaziaaaa efficiency of the various groups of 
apccialtsts working both in the Central Service and in the various crypt- 
analytic services. 

It divides the work by leaving to the Central Service the 
"speculative research" pert and reserving for the cryptaaalytic services 
tho "cryptaaalytic study" and "exploitation" part. Sma, while iraaagjng 
to bzirg uegether the means. It ensures for each ministerial Separtzsent 
tho independence of action whioh is desirable. 

On •she other hand, its proper functioning implies close and 
cons tent liaison esiong the various groups, conditions which presuppose 
xho ascent!'ng of these groups in the sane building, or in isredlate 
proximity to each other. , 
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